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ABSTRACT As it is widely recognized, the most severe restriction faced
o L by the embedder is that of invisibility. In our case, we will
V\/e_analyze spread-spectrumand qugnﬂzgﬂon prpjectlop da&%sume that this is driven by a perceptual masthat in-
h|d|ng methods from a game-theoretic point of VIEW, USING yicates the maximum allowed watermark energy that pro-
the bit error r_ate (BER) as the_ payoff, Eflnd assuming th‘fﬂ theduces the least noticeable modification of the correspond-
embedder simply follows point-by-point constraints given ing sample of the host image. 4f denotes the samples (or
by a perceptual mask, whereas for the attacker an Iv'SE'“kecoefficients in a transform domain) of the host image, ar-

constraint is imposed. The optimal attacking and decoding ranged for convenience in vector form, is the watermark

strategies are obtained by making use of a theorem that mandy — & + w denotes the watermarked image, then we

addition states that those strategies constitute an equilibriuquiII write the invisibility restriction as the following set of

of the game. Experimental results supporting our analysespoint-by-point constraints
are also shown.

E{lyi — 2"} = B{w?} <o2, forallic S (1)

1. INTRODUCTION with S the set of pixels (or coefficients) devoted to data-
hiding purposes. Now, it can be seen th3t (1) allows very
Although the mere existence of a game played by the em-jittle flexibility in choosing the embedder’s strategy: except
bedder and the attacker was recognized since the very infor rare cases, the optimum will be achieved when all the
ception of watermarking and data hiding, it was not until watermark coefficients take their extremal value§jn (1). For
very recently that this idea was formalized by Moulin et this reason, we will leave the embedder out of the game, al-
al. [1], [2] who introduced the concept of data hiding games though it must be stressed that since the characteristics of
and analyzed them from an information theoretic point of the human visual system (HVS) exploited here do not sweep
view. This formulation allows to derive optimal strategies all known properties, it would be plausible to let the embed-
which are then of use for establishing the true limits of data der play with additional degrees of freedom, a consideration
hiding. Some other researchers have also dealt with gamethat will be left for future research.
theoretic aspects of data hiding capacitiés [3], [4]; however  The main purpose of this paper is to obtain the optimal
payoffs other than channel capacity are also possible in thestrategies for two classes of data hiding methods, namely,
data hiding game, as already suggested_in [1] and devel-spread-spectrum and quantized-projection schemes. We have
oped in [5]. Here, we build on this idea to determine opti- developed closed-form expressions for the bit error prob-
mal playing strategies by considering that the bit error rate ability which are then used as cost functions for deriving
(BER) for the hidden information defines the payoff in the optimal tactics for the decoder and the attacker. To the au-
game. The rationale behind this choice is that even thoughthors’ knowledge, the closest works to ours are those of Eg-
capacity measures are of great importance when establishgers and Girod in[[4] and Moulin et al. inl[5], compared
ing theoretical bounds, practical data hiding algorithms re- to which the two main differences are: 1) the game pay-
quire strategies which may be different from those afforded off, which is channel capacity in_[4] (although specifically
by capacity considerations. In fact, as we will later show, optimized for each method) and probability of correct de-
different algorithms represent different games and, conse-tection (zero-rate spread-spectrum scheme)in [5]; and 2)
guently, the optimal playing strategies also differ. the agents involved, that are the embedder and the attacker
Three agents generally play the data hiding game: em-in both mentioned works, whereas here we consider them to
bedder, attacker and decoder. Each one has different obpe the attacker and the decoder.
jectives and constraints that frequently lead to colliding in-
terests which have been already discussed in depth in [1]. 2 PRELIMINARIES

Work partially funded by theXunta de Galiciaunder projects . -
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project AMULET, reference TIC2001-3697-C03-01. setS into N non-overlapping sets;, i = 1,--- , N, each



of size L, through a key-driven pseudorandom permutation. the distortion, that is,
Therefore, a total o/ £ N - L samples are employed.
Each setS; is devoted to conveying a particular bit €
{£1}. Moreover, we will assume an additive probabilistic
noise channel for modeling attacks. Therefore, the image
at the decoder’s input can be written ag = y + n = Finally, we state a Theorem which constitutes the basis
x + w + n, wheren is noise independent of. By virtue for deriving optimal attacking and decoding strategies. The
of the pseudorandom choice of the indicesSnve may proof is omitted due to its length and can be found elsewhere
assume that the samplegirare also mutually independent, [7]. First, we need some definitions: [t denote theN-

with zero mean and variance%i,z‘ €8S. dimensional ball centered at the origin and with raditys

Another working hypothesis is that the vector of percep- Whereas7 is any set of integer indices with c%rdinalil\%
tual masksx is available not only to the embedder, but also AIS_O* let us introduce the functiop : P x R — R
to the attacker and to the decoder. The decoder uses a cefl€fined as

®3)

_E{w?
WNR 2 10logy <ZJ€S { J}>

Zj €S JTQLJ

tain decoding function parameterized by some weights vec- S B2(t2 + p?)
tor 3 to produce the decoded vectar Then, the BER for o(p,B) 2 =T 0 (4)
thei-th bitis justP. (i) = P{b; # b;}, and the games con- (Ejej ﬁjqj)

sist in the successive maximization/ minimizationfQf =
>_x Pe(i)/N by respectively the attacker and the decoder with g, t arbitrary vectors ilR™ . Also let(z)* £ max{z, 0}.
and viceversa, i.ening max,,, P., max,, ming Pe..

The game has a pure (deterministic) equilibrium if the

* * H
minimax solution equals the maximin one at a given BER Theorem 1 The vectorp™ and/3" with components

value (called the value of the game) for some determinis- ¥\2 _ 2y forall i e 5
tic optimal valueso?, and3*. Then, the payoff function ;)" = (&4, Kj)q’ o ied ®)
is said to have a saddle-point(@t;, 3*). If this happens, g = f? L, ifjed ©)
the order in which the agents play the game is indifferent 7 KTé, otherwise

as neither the attacker nor the decoder want to deviate from

the most conservative option marked by the saddle-point. If where the constarg € R is the solution to the equation

there does not exist a saddle-point, the playing order is reI-Zjej(qu - L‘f)Jr = R?, K, is a nonzero real constant,

evant and the solution to the maximin (minimax) problems and J; C J is the set of indices for which the right hand

allows to establish upper (lower) bounds to the BER perfor- side of [$) is negative; satisfy

mance. However, as we will see, our problems do admit an

equilibrium. minmax ¢(p, §) = p(p*, f7) = maxmin o(p, 8).  (7)
Regarding attacks, as we said, they are limited to addi-

tive noise; moreover, Mean Square Error (MSE) constraints 3 STRATEGIES FOR SPREAD-SPECTRUM.

will be taken into account. As noted inl[6], the main draw-

back of MSE is that unacceptably high local distortions are Given the assumptions in the previous sections, spread-spec-

not ruled out, since they can be globally compensated. Atrum methods compute the watermark to be embedded as

certain trade-off between mathematical suitability and per- w; = bjays;, forallj € S;, i € {1,---,N}, where

ceptual adequateness is achieved by an MSE-like conditionsj is a key-dependent pseudorandom sequence satisfying
imposed on each set of coefficients devoted to a particularE{s;} = 0 andE{s?} = 1, so that|(1) holds. Here, we will

information bit. The attacker constraints then read as assume the simplest distribution, thatis,c {£1}. Asitis
well-known [€], the simplest receiver is based on the cross-
% Z B{lz; —y]?} = % Z 02]- < D.(i), @) correlating decoder which constructs the set of statistics
ISSH jES; .
e e ri= Y Bjsjz, i €{l,--- N} 8
s
for some specified positive quantitiék.(:), and for alli = o
1,---, N. Note that this obviously assumes that the attacker cascaded with a bit-by-bit hard decisor, i%.= sign(r;),
knows the partitions. Although the more general case in; . {1,---,N}. Note that the main difference with the

which the attacker does not have access to the partitionsjecoder considered ifl[8] is that the vectohas been re-

is more involved and for clarity is not pursued here, it can pjaced by a more general veci@rsuitable for a proper op-

be shown[[¥] that théorm of the solution is essentially the  tjmization.

same. In the case that the watermarked imagleas undergone
For comparison purposes it is useful to definewta¢ermark- a linear filtering operation, which we suposse invariant with

to-noise ratio(WNR) as the ratio (in decibels) between the the noise, as a way of reducing the host-interference power

total energy devoted to the watermark and that devoted toat the decoder, we can represent this situation by a M



matrix that will be denoted by, so that the filtered host the various dimensions. Thus, in this more general way, the
image would become ; & Hz. As it was shown in[[8], projection can be constructed as
the observation vectar can be now modeled as the output

of an additive white Gaussian noise (AWGN) channgk= Ty, = Z yjs;Bi, ie€{l,---,N} (12)
aib; +u;, i € {1,--- , N}, where JES:
a; = Z Brhi ks with s; having identical characteristics as in the previous
res, section. In fact, a similar definition t¢ ({L2) appliestg
andr,,, i.e., the respective host image and projected wa-
anduy, -, uy are samples of ani.i.d. zero-mean Gaussian termark. Moreovery,, = r,, + ,,,. The embedder must
random process with variance select the watermark samples, j € S;, so thatr,, in (12)

) 2T o M o ) ) s o effectively belongs to the desired lattice. As we discussed
O =2 jes: B; {l”fj + 2 k=1 M (af +02,) - hj.,j%} - in the Introduction, it is reasonable to choasg j € S,
. . . ) ____proportional toa; sow; = p;a s;, for all j € S;, and
Recalling that the mformatlon bits are a_\ssumed to be e_quropi- _ Twi/(zjes. a;B3;). In the decoder, the image is
able and that we are using a hard decisor, we can write projected similarfy to[{12) to obtain,, , which is then quan-
LN tized to yieldb;, i = 1,--- , N.
P =— Z Q(ai/ou,) 9) A performance analysis for this data hiding scheme can
N i=1 be adapted from that in[[6] to show that the probability of
N error P, (7) for thei-th bit can be approximated by
with Q(z) £ \/% [.° e~ dr. Aiming at giving easily
interpretable results, for the remaining of this section we P(i) ~ 2Q(Ai/20v,.), i€{l,--- N} (13)
make the simplificationd = diag(hi 1,---, harn), SO ) ] ) )
from the attacking/decoding point of view, the objective will With o7 the variance of the projected noise. _
be to minimize/maximize the arguments of each Q-function ~ 'N€n, considering the monotonicity of tidg-function,
adding up in[(B). The exact derivation of results without this W€ have that the functional that the decoder (attacker) should

simplification is a current issue of worki[7]. Then, we can Maximize (minimize) is

resort to Theoreri|1 whetg = S;; p; = 04,5 ¢ = 2
andt; = xy, /h; ; to show that the attack at the equilibrium A2 7 (Zjesi a]ﬂj>
of the game with distortion constraints as [i (2), for each 3 = 2 22 (14)
. . . 4oz 42'680 34
j€S;,i=1,---,N,isgiven by i JES J

2\ 7" wherer; € [v/3,2] a parameter that weakly depends@n

g:? = | &ia; ;‘J 7 (10) so it can be disregarded in the optimization.
! h3 Now, it is possible to apply Theorefr] 1 tp {14) with

J = Sii pj = on,s qj = aj; t; = 0, to conclude that the

whereg; is a suitably chosen parameter so thal” ;. s (§i—  equilibrium of the game is achieved whep) > = Kaa;,

%ﬁ = D) foralli = 1,--- N. If So; C S, for any nonnegative constaht,, ands; = constant.
i=1,---, N, denotes the set of indices for which the right
hand side of Eq.[(0) is zero, then the optimal decoding 5. EXPERIMENTAL RESULTS
strategy is ] ) )
We show next the results of applying the strategies derived
Kajzhi,j if j € So. along previous sections to real data. In the figures that fol-
B = Kifj ’ o ' (11) low, symbols refer to empirical (MonteCarlo) simulations,
& if j € Si\So,i while lines show theoretical results. Empirical data come
from the gray-scald.enaimage @56 x 256), for which
4. STRATEGIES FOR QUANTIZED PROJECTION the spatial perceptual maskhas been computed using the

method detailed ir|8]. First, in Figufé 1 thé’s resulting
In the Quantized Projection (QP) method [6], the set of sam- when different strategies are considered for spread-spectrum
plesS; assigned to one big;, is projected by the embedder (Section B) are shown. Wiener filtering prior to decoding
onto one dimension obtaining a variablg, which is later ~ and 50 pixels per bit (i.el, = 50) have been used. Three
quantized with a uniform scalar quantizer with sga; so ~ cases are analyzed: a) the noise varianteat each sam-
the centroids of the decision cells associated;te- 1 and ple is made proportional ta?, andg is proportional toc,
b; = —1 are respectively given by the unidimensional lat- that is, the classical cross-correlating decoder; b) an attack
ticesAyy 2 2A,Z — A;/2andA_y = 2A,Z + A;/2. The as in (a) but the optimal decoding weiglifor this attack
linear projection function presented in [6] can be general- are employed (shown in][7]); c) the plot labeled as “saddle-
ized so as to take into account the possibility of weighting point” corresponds to the equilibrium solution. In all cases,
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Fig. 1. BER versus WNR for spread-spectriin = 50) showing Fig. 2. BER versus WNR corresponding to the optimal and sub-
three different attacking/decoding strategies. optimal attacks for QR L = 10) when the decoder follows the
optimum strategy.

the theoretical results lie close to the empirical ones, al-
though for those where the optima!' is used the differ- ~ be considered a limiting case, where host interference is al-
ence is larger. This can be explained by the fact fiat ~ most eliminated, so no weighting is needed for decoding in
depends on the Wiener filter coefficients, which in turn vary the saddle-point solution. However, this reasoning should
after having hidden the information. It is very interesting to not be taken too far: for dither modulations (DM), where
note that the classical spread-spectrum solution can be Sighost-interference is also nonexisting, the saddle-point solu-
nifioanﬂy improved by using an optima| decoding strategy. tion turns out to be more involved than those given here [7].
The performance at the game-equilibrium lies somewhere
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