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ÅLocation information is sensitive.
ÅSolution: obfuscation mechanisms

ÅWe get some privacy.
ÅWe lose some quality of service.
ÅThere are many ways to evaluate the privacy and 

quality loss of obfuscation mechanisms.

Motivation. Obfuscation-Based Location Privacy.

2

Service
provider

Here you go!

LΩƳ ŀǘ ǘƘŜ ŦŀƪŜ ƭƻŎŀǘƛƻƴ
, closest       ?

I want to use location services 
without disclosing my location

In this work
We study some flaws in the 

traditional evaluation approach and 
how to solve them.
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Traditional Evaluation: Metrics

ÅQuality Loss: Average Loss

ÅPrivacy: Average Adversary Error
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Optimal Remapping [1]
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Step 1: Generate a random 
location using the mechanism

Step 2: Compute the posterior 
and remap to its άŎŜƴǘŜǊέΦ

The generated output is the 
output after the remapping.

How to compute the optimal remapping of a mechanism f.


