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Privacyin Outsourced
Verification



üBiometricvs traditional authentication

üUniversal, Reliable

üRevocability, Security, Privacy

üOutsourcedBiometricRecognition
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üVerification vs Identification

üOne-to-one: verification logic

üOne-to-many: verification logic + comparison

Privacy in Outsourced Biometrics
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üSecure Biometrics

üSecure Encoding (biometric + key)

üIrreversibility

üUnlinkability

üRenewability/Revocability

üPrivacy Leakage

üSecure Matching

üPerformance
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TemplateProtection
Cryptography-basedalternatives



üBiometric template protection systems
üCancellable biometrics/feature transformation
üBiohashing

üBiometric cryptosystems/HDS
üKey-binding (fuzzy commitments)
üKey-generation (secure sketches)

üCharacteristics
üHigh entropy random sequence through key/salt
üThe helper data leak information about the biometric (privacy 

leakage)

üAssumptions
üPublic database
üVerification in a trusted domain
üRevocability based on key (two-factor)

Template Protection



üComparison[RWSI13]

üBut we are trying to protect both templates and fresh query
faces, keepingthe verification logic outsourced
üCB and HDS are not enough, SC doesnot accountfor SP

Template Protection

Cancellable
Biometrics

HDS Secure
Computation

Analysis
framework

Signal
Processing

Information
Theory

Cryptography

Adversary Bounded Un/bounded Bounded

Revocability Yes Two-factor Yes

Storage Low Low High

Overhead Low Low High



SecureSignal
Processing
Efficient Privacy-preservingSolutions
for Multimedia



üSecureSignalProcessing(SSP) or SignalProcessingin the
EncryptedDomain(SPED)

üMarriageof Cryptographyand SignalProcessing

üEfficient Solutionsfor PrivacyProblemsin SP

üTraditional cryptography can protect data during communication
or storage, but it cannot prevent the accessto the data when
they are sent to an untrustworthy party. Through advanced
encryption techniques, SSPprovides means to process signals
while they are encrypted, without prior decryption and without
the decryption key, thus enabling fully secureserviceslike Cloud
computing over encrypted data.

Secure Signal Processing



üExamples of services and outsourced processes with private or sensitive 
signals
ü eHealth: semi-ÁÕÔÏÍÁÔÅÄ ÄÉÁÇÎÏÓÉÓ ÏÒ ÄÅÃÉÓÉÏÎ ÓÕÐÐÏÒÔ ɉ-2)ȟ %#'ȟ $.!ȟȣɊ
ü Social media / social data mining
ü Smart metering: use of fine-grained metered data
ü Banking and financial information
ü Large scale/big data processing with sensitive data (social data, personal 

information, business-critical processes)
ü Biometrics: outsourcing of authentication/identification processes (faces, 

fingerprints, iris)

üCurrent situation:Non-proportional collection or usage leads to unjustified 
user profiling

üSSP mission: enable secure services with
ü Integration of data protection supported by cryptographic techniques (efficient 
ÈÏÍÏÍÏÒÐÈÉÃ ÐÒÏÃÅÓÓÉÎÇȟ 3-#ȟ ÓÅÁÒÃÈÁÂÌÅ ÅÎÃÒÙÐÔÉÏÎȟȣɊ

ü Versatile, flexible and efficient solutions combining cryptography and signal 
processing

ü No impairment for service providers

Secure Signal Processing



üAvailableSSP tools to produce privacy-preservingsystems

üSMC (GarbledCircuits)

üHomomorphicEncryption(FHE, SHE)

üSearchableEncryptionand PIR

üSecure(approximate) interactive protocols

üObfuscationmechanisms(diff . private)

Privacy Tools from SSP



Homomorphic Encryption

üFundamental idea (group homomorphisms)

ü ὖȟ ὅȟʐ

üὉ ὼ ώ Ὁ ὼ Ὁʐ ώ

üExample: RSA (multiplicative)

üὉ ὼ ὼάέὨὲ

ü ὼώ ὼ ώ άέὨὲ

üExample: Paillier(additive)

üὉ ὼ ρ ὼὲ ὶάέὨὲ

üὉ ὼ ώ Ὁ ὼ Ὁ ώάέὨὲȟὉ ὼὯ Ὁ ὼ άέὨὲ

üCryptosystemswith semanticsecurity

ὖȟ ὅȟ

ὖȟ ὅȟ



Homomorphic Encryption

üChallenges

üComputationoverhead

üCipher expansion

üVersatility (only additions or multiplications)

üSomewhat and Fully Homomorphic Cryptosystems 
(SHE/FHE)



üLattice Crypto: promisefor post-quantum crypto

üSecurity basedon worst-case assumptions

üExample: GGH (Goldreich, Goldwasser, Halevi) family

üTwo lattice bases

üȰGoodȱ basis(║, private key)

üȰBadȱ basis(╗, public key, Hermite Normal Form)

üEncryptionof ά: Ἣ Ὁά ○ ▪ά (lattice point + noise)

üDecrytion: Ὀ╬ȡ○ ║║ ╬

üHomomorphism:

ü╬ ╬ ○ ὲά ○ ὲά ○ ὲά ά

Lattice Crypto and FHE/SHE



GentryôsLattice - based SHE 
Cryptosystem

ü'ÅÎÔÒÙȭÓsomewhathomomorphiccryptosystem[GH11]

üCan executea limited-depth circuit, binary inputs

üHow to get unlimited homomorphicoperations?

üDecryptunder encryption

üSquash of decryption circuit to fit homomorphiccapacity

FreshEncryption

Noisenorm grows
after homomorphic

operations

DecryptionRadius:
HomomorphicȰcapacityȱ

Non-fresh Encryption:
after homomorphicop.

Codedmessage
+ randomnoise



üBootstrapping iscostly

üSHE ismore efficient and a perfect candidatefor SSP and 
simple verification logics

üA practicalextension[TGP13]:

üWorks with non-binaryplaintexts (increasesfresh encryption
norm)

üTradesoff full homomorphismfor homomorphiccapacity

üKeepskeygenerationprocedure

üNegligibleimpact on decryption performance

SHE vs FHE



üSMC: Interactive protocols & binary evaluation (garbled circuits)

üPrivate Information Retrieval (PIR)

ü1-out-of-N Oblivious Transfer (ὕὝ)

üAlice asks for ὼÆÒÏÍ "ÏÂȭÓ ÄÁÔÁÂÁÓÅ ÏÆ . ÅÌÅÍÅÎÔÓ

üBob sends ὼwithout knowing Ὥ

SMC, PIR and OT



Privacy Tools from SSP: Wrap - up

üThere are only limited (secure) privacy homomorphisms
known

üThe limitations of HE can be tackled through interaction 
(non-colluding parties)

üSolutionsfor complex functions

üSpecificinteractive protocols

üHybridprotocols homomorphic/garbledcircuits

üFull Homomorphisms(allowing any function) are not 
ÐÒÁÃÔÉÃÁÌȣÙÅÔ

üHot researchtopic in cryptography


