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U Privacyin OutsourcedVerification
U TemplateProtection
U CryptographyBasedAlternatives
U SecureSignalProcessing
U HomomorphicEncryption advancesand limitations
U EncryptedFaceVerification
U Chronologyand RecentApproaches

U Challengedor PrivacyPreservingOutsourcedFace
Verification
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U Biometricvstraditional authentication
U Universal,Reliable
U Revocability Security,Privacy

U QutsourcedBiometric Recognition

Untrusted Cloud
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U Verification vs Identification
U Oneto-one: verification logic
U Oneto-many: verification logic + comparison

Fresh
biometric
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U Secure Biometrics

U Secure Encoding (biometric + key)
U Irreversibility
U Unllnkablllty Biometric Features
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(I Renewability/Revocability Untrusted Cloud
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U Secure Matching
U Perform ance B mgé::?rgccess Retlz_%%r:étlon Temp(lgtrtla\;satDeatabase
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U Biometric template protection systems
U Cancellable biometrics/feature transformation
U Biohashing
U Biometric cryptosystems/HDS
U Keybinding (fuzzy commitments)
U Keygeneration (secure sketches)
U Characteristics
U High entropy random sequence through key/salt

U The helper data leak information about the biometric (privacy
leakage)

U Assumptions
U Public database
U Verification in a trusted domain
U Revocability based on key (twdactor)
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U ComparisoNfRWSI13]

Cancellable | HDS Secure
Biometrics Computation

Analysis Signal Information  Cryptography
framework Processing  Theory

Adversary Bounded Un/bounded Bounded
Revocability Yes Two-factor Yes
Storage Low Low High
Overhead Low Low High

U But we aretrying to protect both templates and fresh query
faces,keepingthe verification logic outsourced

U CB and HDS aneot enough, SCdoesnot accountfor SP
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U SecureSignalProcessingSSP)or SignalProcessingn the
EncryptedDomain(SPED)
U Marriageof Cryptographyand SignalProcessing
U Efficient Solutionsfor PrivacyProblemsin SP

U Traditional cryptography can protect data during communication
or storage, but it cannot prevent the accessto the data when

they are sent to an untrustuaitthy party. Through advanced
encryption techniques, SSPprovides means to process signals

while they are enerypted, without prior decryption and without
the decryption key, thus enabling fully secure serviceslike Clotid

computing over encrypted data.
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U Examples of services and outsourced processes with private or sensitive
signals

i eHealth:semiA OOT | AOAA AEACIT T OEO 1 O AAAEOEIT I
Social media / social data mining

Smart metering: use of finggrained metered data

Banking and financial information

Large scale/big data processing with sensitive data (social data, personal
information, businesscritical processes)

U Biometrics: outsourcing of authentication/identification processegfaces,
fingerprints, iris)
U Current situation:Nonproportional collection or usage leads to unjustified
user profiling

u SSP missiO'nenabIe secure services with

cC. C.CcC Cc:

ETTTi 1T OPEEA POl AAOOET Ch 3- #h oAAOAEAAl
U Versatile, flexible and efficient solutions combining cryptography and signal
processing

U No impairment for service providers
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U AvailableSSRools to produce privacypreservingsystems
U SMC GarbledCircuity
U HomomorphicEncryption(FHE, SHE)
U SearchableEncryptionand PIR
U Secure(approximate) interactive protocols
U Obfuscationmechanismddiff. private)
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U Fundamental idea@roup homomorphismsg
i 0Oh o
10w & O(mz0 w
U Example RSA ihultiplicative)
10(w wae@ Oh oh
U ow () (w)yaesee@
U Example Paillier(additive)
10w (P weée)i ae@ Oh 6h
10 W O O Wat@RmM@TQ O w at®
U Cryptosystemswith semanticsecurity
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U Challenges
U Computationoverhead
U Cipher expansion
U Versatility (only additions or multiplications)

U Somewhat and Fully Homomorphic Cryptosystems
(SHE/FHE)
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A1 Ogordedviaat homomorphic cryptosystem[GH11]
U Canexecute alimited-depth circuit, blnarylnputs

U How?o get unlimited hof‘homorphlc ope€
u Decryptunderencryp on

Non-fresh Encryption
after homomorphicop.

Noisenorm grows
after homomorphic
operations

Q9

Decryption Radius

Codedmessage Homomorphic Gcapacityd

+ random noise
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U Bootstrappingis costly

U SHHEs more efficient and aperfect candidatefor SSP and
simpleverification logics

U A practicalextension[TGP13]:

U Workswith non-binary plaintexts (increasedresh encryption
norm)

U Tradesoff full homomorphismfor homomorphic capacity
U Keepskeygenerationprocedure
U Negligibleimpact on decryption performance
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U SMC: Interactive protocols & binary evaluation (garbled circui

U Private Information Retrieval (PIR)
U Jout-of-N Oblivious Transfer{ “Y)
(0 Alice asksforo £OT I " 1T A6 O AAOAAA
U Bob sendsw without knowing "Q —

o
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U There are only limited (secure) privadyomomorphisms
known

U The limitations of HE can be tackled through interaction
(non-colluding parties)

U Solutionsfor complexfunctions
U Specificinteractive protocols
U Hybrid protocols homomorphic/garbledcircuits

U Full[Homomorphisms(allowing any function) are not

N~ vd ~ Pal rd ~ vd ~

U Hot researchtopic in cryptography
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