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Camera attribution with the PRNU

¢ Practically all (CMOS, CCD, etc.) have an intrinsic noise pattern:
PRNU (Photo Response Non Uniformity)

+ PRNU properties: robustness, stability, universality

+ Can be used for forensic camera attribution due to its uniqueness.

PRNU
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Digital onboarding
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The two fundamental hypotheses in camera attribution

Sir, may |
know what
are your
hypotheses?

The PRNU is a sort of mutliplicative noise:

PRNU
Output pixel ——> y(@,j) a:(i,j—l— n(@,’j) /

Pristine image .

noise

or

Y~ (1+K)oX+N,

@ The PRNU is unique, i.e., for any two devices with PRNUs K, K»

(K1, Ko)r < |[|Ki||lp; (K1, Ko)r < ||Ksl|F

MMForWILD2020 11
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Additional hypothesis

The PRNU is zero-mean, Gaussian and nearly-white, i.e., for lags
outside a small neighborhood of the origin £ (s.t.|£| < N1 X Ny) the

autocorrelation is almost zero.

R , L = 50. R L = 1000.

o - N w - (5] (=] -~ @

Estimated autocorrelation of the PRNU for a Nikon D60 camera
MMForWILD2020 12
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Camera attribution workflow But sir, | heard something

about residuals. Is that
chemical residuals?

Extract Estimate
residuals PRNU

I

§ | Extract | Measure | Make

residual PCE decison
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Denoiser

w w® .. Residuals
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Many options for the denoising

[Mihcak99] wavelet-based (4-level 8-tap Daubechies QMF).

'He | 3] content-adaptive guided filtering (CAGI).
[Perona90] anisotropic diffusion.

'Rudin94] total variation filtering.

Dabov 07] block-matching and 3D filtering (BM3D).

[Alparone06] MMSE for multiplicative noise in the wavelet domain.

® & 6 6 ¢ 6 0

¢
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And several comparisons

¢ [Amerini09], [Cortianal I], [Al-Anil7]...

4 Main conclusion: BM3D perfoms best but is computationally very
expensive; Mihcak’s is the most popular, but CAGI is worth
exploring further.

TPR @ 1e- CPU time My wife says that you check
03 (ms) for asymmetric attention bias!

BM3D 83.9% 4.9% 4273
Mihcak 70.9% 7.3% 1105
CAGI 70.5% 9.5% 138
TV 58.9% 8.0% 22
Similar pixel 51.2% 13.7% 920
CAl 24.3% 14.8% 4074

MMForWILD2020 16
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¢ “Asymmetric
attention to detail. S v 35S o oS neveroare ST
Sometimes known as How scientists fool themselves — and how they can
disconfirmation bias,
this happens when
we give expected
results a relatively D7 | A Bt
free pass, but we
rigorously check
non-intuitive results.”

ive | Audio & Video | For Al

»
< =

Is driving many researchers to seek ways to fight their own worst instincts.

MMForWILD2020 17
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¢ After the denoising the standard model goes like this:
WO = Ko X® £ NO

€ And if the noise is i.i.d. Gaussian, uncorrelated with X@ and K the
Maximum Likelihood Estimator is

> Z?;L:l W(z) 0 X(z) -— S’flnjp.)le-wise
K = ZL X(i) o X(’i) division
i=1
& For residuals with different noise variances {O’,L-2 {;1
r D WO o X002
ZiL:l X (i) o X(i)/a,?

MMForWILD2020 18
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PRNU estimation [ But something

doesn’t fit here, sir

¢ Why then the simple averaging of residuals [Lukas06]
| L
K- 1S wo

is almost as good an estimate?

¢ Maybe we should revise our model for the “wild” case:
WO = KoX® 1 a(X(i) _ E{X(i)}) + NG

& Notice that multiplying by X also increases the ‘noise’ part.

MMForWILD2020 19
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PRNU detection [Goljan08] [KangIZ]

UniversidadeVigo

¢ By far, the most popular detector is based on the PCE. Formally,
given the test-image residual W, and the estimated fingerprint X; o K
it first computes the NCC PCE: Peak to Correlation Energy

(i) = i (We) —E{W:} X; oK -E{X;0K})p
Wi = E{Wi[r - [ X 0 K — E{X; o K} |

with A, ; the operator cyclic shift by (i, j).
¢ Then, the Signed PCE (SPCE) is

So why the NCC
alone works so well?

p(0,0)

SPCE(W,, X, oK) = e
1 .
(Nl XNo—|L] Z(z‘,j)gﬁ p(i, J))

MMForWILD2020
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Simplifications

& The denominator of the SPCE estimates thAe stdAunder Hy.But
since A; (W) — E{W,;} and X; o K —E{X; 0 K} are uncorrelated
for(¢,j) ¢ L, we can approximate

1
(N1XN2 |£‘ szj

1/2
) ~ 1
ieL If N1><N2—‘£‘ > 1

& Thus
SPCE =~ p(0,0)

MMForWILD2020 23
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The importance of signal contamination

€ Assume zero-mean-residual and PRNU. In detection we must
compute (W, ,X; o K)r. Remembering the new model proposed
for the wild case:

Wt:KoXt—l—a(Xt—E{Xt}H@

¢ The variance of the pure noise terms (N;, X; o K)p depends on E{X?}
¢ But the variance of the leakage terms (a(X; — E{X;}), X; o K)F
depends on E{X;} + E*{X,}E{X}}

Under some mild ’
symmetry conditions |

MMForWILD2020 24
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A takeaway

4 An optimal denoiser (e.g.,in MMSE sense) is not necessarily optimal
for PRNU detection! (correlation of residual with X; also counts)

¢ May explain why state-of-the-art DNN denoisers give no apparent
advantage w.r.t. BM3D in this scenario [Kirchner|9].

¢ And may explain the excellent performance of the SP-CNN
denoiser in [Kirchner19] (albeit not suitable for wild scenarios):

mal
*-— T
a-

MMForWILD2020 N flat-field images N noise residuals fingerprint estimate k 25
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~

Gee, whiz! Perhaps you
should also check your

FUNDAMENTAL
hypotheses, sir!

MMForWILD2020 26
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Sensor

-

Yo(’i,j) =G- (1 + k(iaj))XO(i:j) + NO(ivj)

<4

k is very small
e First order Extra noise
|/ Taylor expansion sources
Gamma correction l

Y(iaj) - (1 +k(113))X(35‘7) +N(i=j)

MMForWILD2020 27
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The gamma-response lemma [Pérez-Gonzalez2l]

¢ Let y = h(x) be the (monotonic) camera response function. If the
input is of the form (1 + k)x with k <« 1, then the output is of the
form y(1 4 ck) for some constant c if and only if h(z) = c;z”, with

C1,7Y constants.

¢ In other words: (1+PRNU) is multiplicative if and only if the camera
response function is a pure gamma correction.

& Therefore, in general there is a function ¢(:) such that

Y(i,j) = X(i,§) + ki, 5) - g(X (0, 7)) + NG )

MMForWILD2020 28
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Camera response functions
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Function g(.)

o k([-\}

o ko }

E{w

E{w,

Nikon D60 RAW

Blweoke)

I

(i) TIFF-DC, ph = (1,1)

Nikon D7000 TIFF

G ph = (1.1).
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I
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Extraction with g(.)

¢ Results with TIFF images, cropped
to 512x512 patches.
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Estimation  Estimation with g(x)
with parabola \

AT

095 M7~
]

] =
= 3 =
e B =
0.75
Standard
0.7 -

—PCE —PCE —PCE

----- PCEW -——PCEW ——-PCE®

---PCE® -—-PCE! -—-PCE?

60 D(‘)ﬁ 01 0.15 0.2 0;5 03 0:‘!5 04 0 o.$5 0.1 0.1‘5 D.I2 0;5 0‘3 0;5 0.4 0.60 0.(‘)5 DI1 0.1‘5 0.2 0.;5 0.‘3 0;5 04
FAR FAR FAR

Nikon D3200 Canon DI 100

MMForWILD2020
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Sprinkle some ¢ .

powereD BY THE DENTISTRY NETwork [IE RDH Pl APEX 360. ABOUT | CONTACT | NEWSLETTERS | ADVERTISE |

Doaniint... oy I

®
B Subscribe Now | Signin
. $1 for 2 Months
Home World U.S. Politics Economy Business Tech Markets Opinion Arts Life Real Estate Q
How Budget Carriers BUSINESS ’Irf LIFE MARKETS
Zi::;ﬁ:gsgtﬂ?e - @ How Budget 2 How Roger Federer ®= Ackerman’s Take:
< 14 Charts =" Carriers Transformed ' - Found His Groove, Wells Fargo in Senate >
the Airline ... o1 Again Hot Seat Again?
|| DRIVER&#039;S SEAT

Forget Fingerprints: Car Seat IDs Driver’s Rear

@ End
(v

By Yoree Koh
Jan 18, 2012 1:00 pm ET

If Shigeomi Koshimizu has his

.

way, sometime in the not too

. : 0 NL
distant future car owners may : = ] 2 y IM U L dc LOU D
control their vehicles by the seat 2 : A COM P LEXITY

. of their pants.

Literally.

Lower costs and

gain greater control
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Are FINGERprints really unique?

¢ US lawyer, Brandon Mayfield, mistakenly detained by FBI in
connection with Madrid bombings (March 2004).

¢ An FBIl supercomputer positively identified one of the Madrid
fingerprints on a bag of detonators as Mayfield’s.

¢ FBIl maintained its certainty despite Spanish authorities denied the
match.

¢ Actually, the fingerprints corresponded to an Algerian man.

[ Boy, it’s terrible!

MMForWILD2020 34
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Is the PRNU a Snowflake?

¢ [Goljan09] large-scale analysis with flickr images.

¢ Database in the wild: possibly several cameras from same user;
images with digital zoom...

¢ Images per camera in interval [60,200] x ~7,000 cameras.

& A few cameras found to be identical.

log, (PCE,)

0 1000 2000 3000 4000 5000 6000 7000

MMForWILD2020 camera # 37



Study in [luliani 20]

& VISION dataset: 35 devices, | | brands + Control dataset: 23
smartphones, |7 different models + Flickr dataset: same models as Ctrl
dataset and 31| additional models.

¢ No collisions reported on VISION, but on fingerprints with Ctrl

T 2 -0.1 0.9

-1.1 0.2 0.1 1.3e+05 | 1.2e+05
3.2e+05 L 0 01
Lae+ e+

320405 1.3e+05 0 5.9e+05

1.2e+05| 0.1 |5.9e+05
3.3e+05 | 3.4e+05

R SED : 0 15 . 1.9

Figure 2: PCE statistics computed among different camera fingerprints in the Control dataset.

MMForWILD2020 38
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Study in [luliani 20]

¢ Standard artifacts are removed (by Zero-meaning and Wiener filtering)

¢ “For the widely adopted PCE threshold of 60, false positive rates
larger than 1% were observed for popular devices belonging to
Huawei, Samsung, Nokia, and Xiaomi.”

¢ [Gloel2] had found diagonal artifacts not entirely removable with
Wiener filtering for a Nikon CoolPix S710 cameras (Dresden dataset)

[ lmu i ti"""
l! 'l !I M: i “;" i ttmmu

i j u
M ‘z*:*:' L
'} l mu i “o’a »

:u 'Num “‘M«m, Hmm

’“ﬂm ‘“ﬁw "m -

mmomumg T mmumz::'mm.,

it .
} uno..mdiﬁgﬂmmmgnwﬁg Xcorrs of an image

0 m"“m ““m ”m‘ > 0 m ﬂm .

i i it i i i .

“x:g:::mm “ﬂmm,m" "llmm B . il Il " ‘i u t 't, 7 “:3":::::::"”“ "“ﬂmm" mmmxn: from C I ,57 I 0 Wlth

mm“ N::m”m i ’mmmtmw M‘ “ u i I i Hi Im. ”MN Nmum““"m:’"m"mmm ,
“mm “‘““ﬂmumuﬁ'}ﬁmw -0 N 'hmm“f;““' il 'mm -l “""Nmm il PRNUs of other s710’s

(f) co;s710 (g) c1;8710 (h) e2:s710 (i) e3:s710 (J) ca;s710
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Our own experience: Matchinger

Matchinger 0.1.0

File About

~| Load fingerprint file:
UNK CAM 1 (D05_D14_D18) [#13]: /opt/aidfork/matc| ~

Load clustering session... [select folder]

Details
Fingerprint
Filename:
UNK CAM 2 ».7[#1 4] PRNU_cluster_n_1_L13_1595511838665329089_fingerpi
Score:-0.05 Device name:

UNK CAM 1 (Dos_D"_D‘a)

Fingerprint SNR: 26.52 d8

- High rellability: The SNR can be improved, but the

9 UNKCAM3 ... [#14] improvement depends on the quality of the images that |
0.04

quality images are added, the SNR may not be better.

Orlentation:
Landscape

Execution mode:
Exhaustive

Fingerprint extracted from Following Images:

>

i I
3_il 3_I_n
il _I_n
. | _I_n
, K i _I_n
Qule & e
Extract fingerprint Add to fingerprint Detect X I
n
i c/D18_I_n
3_i </ 3_I_n
3_il 3_I_n
il n

D18_I_natWA_0011pg

SNR =26.52 dB
|

MMForWILD2020 40
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Talking
about Wild?

| The future is
i smnuceln‘b’v&mums NNy Wilder!

A

A of the WASP
WOMEN
7 SPACESHIP
: - J of the DEAD
/ ’ ‘ . FLAME

I WOMEN
///jE W of VULCAN
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The future is wilder

4 Images and videos are more and more subject to really wild
conditions:

(Strong) compressions.

Cropping and scaling.

Digital zooming.

High dynamic range imaging.

Camera stabilization.

In-camera/software lens distortion correction.
Photo effects.

Multicamera imaging.

LR R 2R 2R R 2 R 2

¢

MMForwWILD2020 43
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Direct approach

@ If so, given K, the detection statistic (GLRT) becomes:

max SPCE (%(K) o X, Wt)

Denoise
/ ¥ W.X,
) [y =) Measure SPCE =smmmp Detector

L Find 0 —l

4 The main challenge is to find efficient algorithms for searching the
parameter space. Almost whiteness in K complicates things.

MMForWILD2020 45
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Inverse approach

# Based on the inverse transformation (provided it exists):

max SPCE (7-9_1(Wt)7 Ko %_I(Xt))

To (X))
/ To (W)
— 7;)_1 ===} Denoise mmmm) Measure SPCE =mmmmp Detector

( Find @ —I

¢ This approach requires |) 7-9_1(-) to be quasi-homomorphic, and
2) if Y; = W; + X, then the denoising of 7, '(Y,) yields T, *(X;)
and 7-9_1(Wt) .

MMForWILD2020 46
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Non-homomorphic case

¢ In this case, it is much more effective (and expensive) to compute
the PRNU from the residuals of transformed images

K(0) « {T(YV)},
max SPCE (K(a) oXt,Wt)

Denoise
: ‘ Wta Xt
N Y oy Ty K(Ei) mem) Measure SPCE =) Detector

R b

e r \
v Find 0

/

Extract

MMForWILD2020 47
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______________________________ % () f For a \
conjectured
: camera this
FULL SENSOR CROPPING — SCALING e
_________________________ ‘ is known, so
no exhaustive
search is
needed!

Extract PRNU

l

Extract
PRNU mmm) [, wmm) Measure SPCE

MMForWILD2020 48
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Stabilized video

¢ [Chuangl []: Use the B frames.
(not just | and P)

¢ [Taspinarl 6] proposed a pure brute-force

approach. ¢ e LIRS
@ [lulianil 9]: Use still image PRNU as reference t B But mind
and find @ for each frame. Apply T, 't ML Ny the AUC!

register the frame. Use registered frames 5
(with @ minimum PRNU strength) to estimate &
video PRNU.

¢ [Mandelli20]: Find best frame for reference
PRNU.

¢ [Taspinar20]: Integrate several consecutive
frames to speed up calculations.

MMForWILD2020 S0
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But mind the AUC!

¢ AUC does not reflect what happens for low FPRs.

1

Wi — TATC = 92.03%]
| —_SDA 50 [AUC = 93.72%]
—SDA — 100 [AUC = 93.69%]

05 ——SDA — 200 [AUC = 93.61%] ||
——ALL—  [AUC = 93.77%]
04 | 1 1 1 1
0 0.1 0.2 0.3 04 0.5 0.6 0.7 0.8 0.9 1

FPR

Fig. 12.  ROC curves for 4-minute stabilized videos taken from VISION
dataset.

MMForWILD2020 o1
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Final thoughts

4 We need to deepen our understanding and
strengthen our hypotheses.

Forensic <~ Forensis < Forum.

¢ o

We need more unbiased (meta)analyses,
large-scale tests, and up-to-date databases.

¢ We need fresh approaches to address the
curse of dimensionality, e.g., reinforcement
learning.

€ We need... to beat the future.

MMForWILD2020 53
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Thank you!

Fernando Perez-Gonzalez

fperez@gts.uvigo.es
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