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Motivation

Nowadays, digital images cannot be treated as an undeniable proof of
occurrence of an event.
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Motivation

Nowadays, digital images cannot be treated as an undeniable proof of
occurrence of an event.

Two weeks ago: Eduardo Martins' identity was based on fake images®
BEE 60 Eduardo Martins’ images: The story behind:

Stolen pictures from real
war photographers:

Brazil 'surfing war photographer' Eduardo
Martins exposed as fake

© 6 optonber 2017 Latn Amerca 8 G < shae

+ slight alterations

+ reversed images
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Motivation

Nowadays, digital images cannot be treated as an undeniable proof of
occurrence of an event.

Two weeks ago: Eduardo Martins' identity was based on fake images®
BEE 60 Eduardo Martins’ images: The story behind:

Stolen pictures from real
war photographers:

Brazil 'surfing war photographer' Eduardo
Martins exposed as fake

© 6 optonber 2017 Latn Amerca 8 G < shae

+ slight alterations

+ reversed images

Fraud: :

o Cheat journalists

[ — " o—

o Fool picture editors

o Elude plagiarism
checkers
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Motivation

Nowadays, digital images cannot be treated as an undeniable proof of
occurrence of an event.

Two weeks ago: Eduardo Martins' identity was based on fake images®

BEE 60 Eduardo Martins’ images: Daniel C. Britt' images:

Brazil 'surfing war photographer' Eduardo
Martins exposed as fake

© 6 optonber 2017 Latn Amerca 8 G < shae
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Problem Description

When a credible forgery is carried out, most of the time it is necessary
to adapt added pieces to the original content.

Example: Eduardo Martins' fabricated identity

B cawmoninen

Curtido por p.augusto.r e outras 922 pessoas
1sp Work in the City of Mogadishu in Somali

VeR TRADUGHD

Forged image
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Problem Description

When a credible forgery is carried out, most of the time it is necessary
to adapt added pieces to the original content.

Example: Eduardo Martins' fabricated identity
5 s

LEAR T

/0 pOr P.augUSto.r ¢ outras 922 pessoas
edu_martinsp Work in the City of Mogadishu in Somali
Africa

mavugho

Forged image

Original image (Max Hepworth-Povey)

David Véazquez-Padin, Fernando Pérez-Gonzilez, and Pedro Comesafia-Alfaro University of Vigo

RMT for Modeling the Eigenvalue Images under Upsc



Problem Description

When a credible forgery is carried out, most of the time it is necessary
to adapt added pieces to the original content.

Example: Eduardo Martins' fabricated identity
5 s

LEAR T

Original image (Max Hepworth-Povey)

he City of Mogadishu in Somali

mavugho

Forged image
Shutter button on the left side of the camera?
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Problem Description

When a credible forgery is carried out, most of the time it is necessary
to adapt added pieces to the original content.

Example: Eduardo Martins' fabricated identity

loavy

c

 p.augusto.r e outras 922 pessoas

edu_martinsp Work in the City of Mogadishu in Somali
Africa

Reversed image

Original image (Max Hepworth-Povey)

mavugho

Forged image
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Problem Description

When a credible forgery is carried out, most of the time it is necessary
to adapt added pieces to the original content.

Example: Eduardo Martins' fabricated identity

Reversed image

Original image (Max Hepworth-Povey) Forged image

Aresampling operation is needed!
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Problem Description

When a credible forgery is carried out, most of the time it is necessary

to adapt added pieces to the original content.

Example: Eduardo Martins' fabricated identity

Reversed image

Original image (Max Hepworth-Povey)

Forged image

Aresampling operation is needed!

Light and color
adjustment
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Resampling Process Description and Prior Work

Resampling operation by ¢ = ﬁ > 1:

Interpolation Scalar
L» TL Kernel ¢M Y, Quantizer —Z>
H

Input image p
Resampling operation Output image
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Resampling Process Description and Prior Work

Resampling operation by ¢ = % > 1:

Interpolation Scalar
X L Kernel M Y, Quantizer —Z>
H

Input image Output image

Resampling operation

Prior Work: residue signal 4 spectral analysis + threshold comparison

Popescu (2005): Global Predictor Spectrum Threshold Yes
& Farid : (EM algorithm) CenpEnizem Comparison No
Kirchner (2010): Local Predictors Robust Spectral Threshold Yes
(LP-based) ) Predictors difference Method Comparison No
Frequency-based  Threshold-based
Prefiltering + Footprint Derivation Analysis D
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Resampling Process Description and Prior Work

Resampling operation by ¢ = % > 1:

Interpolation
L T L > Kernel ¢ M —Y> —Z>
. H
Input image

Resampling operation Output image

Our approach (2015): Subspace Decomposition — SVD-based analysis

Signal Subspace:

N x N

Noise Space
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Resampling Process Description and Prior Work

Resampling operation by ¢ = % > 1:

X

—>

AL

Input image

Interpolation Y

Kernel ¢ M
H

Resampling operation

Scalar
Quantizer

A

——>

Output image

Our approach (2015): Subspace Decomposition — SVD-based analysis

SVD-based
analysis

‘qux Signal

Subspace

/

N x N

S % singular values with larger magnitude than the rest
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Resampling Process Description and Prior Work

Resampling operation by ¢ = % > 1:

Interpolation Scalar
LTL Kernel iM Yr Quantizer —Z>
ey H A
nputimage Output image

Resampling operation

Our approach (2015): Subspace Decomposition — SVD-based analysis

. 0
Signal 4
Subspace

How is the
- snrjgul_ar vf':llues? Space JEpp—
distribution? s s s e w e e
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Random Matrix Theory for Eigenvalue Characterization

RMT: provides tools to model the asymptotic eigenvalue distribution

Eigenvalues ' Histogram
—_ —_—

T = 4887
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Random Matrix Theory for Eigenvalue Characterization

RMT: provides tools to model the asymptotic eigenvalue distribution

Eigenvalues ' Histogram
—_ —_—

T = 4887

Maréenko-Pastur Law: asymptotic distribution for N x K matrices (3=K/N)

VO (Bs )N (-2—(Es0)
feg, A= 202 AB )
0, otherwise

A= (Bs) S A< Ay (Bsy)

Eigenvalues
_—

1
Sk = WSK S?;(

Histogram
—_—

David Véazquez-Padin, Fernando Pérez-Gonzalez, and Pedro Comesafia-Alfaro University of Vigo

RMT for Modeling the Eigenvalue Images under Upscaling



Random Matrix Theory for Eigenvalue Characterization

RMT: provides tools to model the asymptotic eigenvalue distribution

N) ]
: Histogram
__ristogram _

Eigenvalues

T = 4887

Maréenko-Pastur Law: asymptotic distribution for N x K matrices (3=K/N)

[OrEs )0 Es)
27r¢7§>\ﬁ b
otherwise

fESK (A) =

Eigenvalues
Sse = ¥SkSk

The asymptotic distribution is
an excellent approximation —>
(even for small values of N)

University of Vigo
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Random Matrix Theory for Eigenvalue Characterization

RMT: provides tools to model the asymptotic eigenvalue distribution

Eigenvalues
—_—

T = 4887

Maréenko-Pastur Law: asymptotic distribution for N x K matrices (3=K/N)

O (=5 )2 i)

feg, A= 202 AB
0,

=2 Eigenvalues
—_—

1
Sk = WSK S:{(

Decrease K

K =20 Eigenvalues
—_—
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Histogram

A= (Bs) S A< Ay (Bsy)

otherwise

Histogram
—_—

fes, (V)

Histogram
—_—

fes, (V)
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Random Matrix Theory for Eigenvalue Characterization

RMT: provides tools to model the asymptotic eigenvalue distribution

Eigenvalues ' Histogram
—_ —_—
3¢ = +887

- N

Maréenko-Pastur Law: asymptotic distribution for N x K matrices (3=K/N)

(+ (B ) ) -2-Esy)
_ \/ szgw L A~ (Bs) S A< Ay (Bsy)
0, otherwise

Eigenvalues Histogram
B —
Ss. = 4SKSk Fre, W)
Decrease K
K =16  Eigenvalues Histogram
s !
fese ()
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Random Matrix Theory for Eigenvalue Characterization

RMT: provides tools to model the asymptotic eigenvalue distribution

Eigenvalues Histogram
—_—

T = 4887

Maréenko-Pastur Law: asymptotic distribution for N x K matrices (3=K/N)

O (=5 )2 i)

A= (Bs) S A< Ay (Bsy)

feg, A= 2102 AR
0, otherwise
(V< K) N
N=64 ]
=21 Eigenvalues - Histogram
Zox = 4S5} \ e O)

Decrease K

K=12

Eigenvalues
—_—

Histogram
Iss,e (V)
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Random Matrix Theory for Eigenvalue Characterization

RMT: provides tools to model the asymptotic eigenvalue distribution

Eigenvalues ' Histogram
—_ —_—

T = 4887

Maréenko-Pastur Law: asymptotic distribution for N x K matrices (3=K/N)

VO (Bs )N (-2—(Es0)
feg, A= 202 AB )
0, otherwise

=24 Eigenvalues - """"""" Histogram
e Ty —_—
s = £SkS% \ Iss, (V)

Decrease K

A= (Bs) S A< Ay (Bsy)

Histogram . .

K =8  Eigenvalues
—_— = one
fos,e N .

Sk
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Random Matrix Theory for Eigenvalue Characterization

RMT: provides tools to model the asymptotic eigenvalue distribution

Eigenvalues ' Histogram
—_ —_—

T = 4887

Maréenko-Pastur Law: asymptotic distribution for N x K matrices (3=K/N)

O (=5 )2 i)

A= (Bs) S A< Ay (Bsy)

feg, A= 202 AB
0, otherwise

Eigenvalues . """"""" Histogram
—_— 5 —_—
S, = £S5k \ fooe M
Decrease K’ Tem e “. 0 Compaction of *

eigenvalues as |
K decreases -
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2D-AR Model and Eigenvalue Characterization

Our model: 2D-AR model — Upscaling — Rounding
w

X Y Z

usu? HXHT

2D-AR model Upscaling Rounding
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2D-AR Model and Eigenvalue Characterization

Our model: 2D-AR model — Upscaling — Rounding

usu”

2D-AR model

Tulino & Verdu (2004): n-transform — Stieltjes — inversion formula

K =7 B LLELCET X (B .
. A (Bx : Compaction
\\V_/ property
N-K oo
zero elgenvalues =
N X 5 < o
01 :
p=097 | . <]
" 50 100 150 200 250 300 1000 05 1 15 10"
i A
c_ N ——
i\’* ) N A ‘X\,;/
A (Bx :
| | . N - K
| Io30s zero eigenvalues <
ol S
NIWX ~ o
| 10"
o
|| p =097 . »
" 50 100 150 200 250 300 1000 05 1 15 10"
i s

University of Vigo




2D-AR Model and Eigenvalue Characterization

Our model: 2D-AR model — Upscaling — Rounding

— Catmul-Rom  — Lanczos.
— Linear ~— B-spline.

—=> HXH” ——

Upscaling

Tulino & Verdu (2004): n-transform — Stieltjes — inversion formula

F_ N :
= K
(S PRp——
P N-P
o zero agenvalues o \
N Yk < i A oss) \
10" H 01
£=2 : :
B-spline . : 0 L / Good
10 - 9 - = i i
o o w0 @ o o, %+ () approximation

I E—

(0]

K
P 3
—~ zero eigenvalues
v 4 oo
< K o e
N K o i oot A

£=2 i ) :
Lanczos H \..Good

0? v

R @ s \\// approximation
.
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2D-AR Model and Eigenvalue Characterization

Our model: 2D-AR model — Upscaling — Rounding
w

Rounding

Asymptotic Gap: Tulino & Verdd for Y 4+ Mar&enko-Pastur for W

F_ N
K=3 "0
signal L~
ot Subspace
5
NN Zx <~

Signal-plus-noise
@ structure becomes

A=1 o . : .
§=2 B i Vi 1 /\ more apparen
Lanczos S Eh {\
! s (S b
c_ N !
K=35 I i
i P N Eigenvalues
}me zero egenvalues 2. compaction property
- &
N YK N i oor ﬁ
| £=2 o ; By extracting
i Lanczos : o /\ Koutof N
e 250 300 1000 3 02 e e 06 1 I Irows
i
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Description of Upscaling Detector

Observed Data:

Test statistic:

Hypothesis Test:

m Ho: Z has never been upscaled
m #;: Z has been upscaled by ¢

For a given K, measure the magnitude of the smallest eigenvalue of Zx

Example: N =512, K =64, £ =2 But, linear dependencies show up:

[

(£, ) under , (Linear) :
A5, ) under H, (Catmull-Rom)
——— (5, ) under H, (B-spine)

A, ) under H, (Lanczos) o

AE,)

0,18 not upscaled|

H,
e

- %

THm|

12 14 16 18 2

—

2 04 06 08

Koboimimnn

1
A

50 )
upscaled
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Description of Upscaling Detector

Observed Data: Hypothesis Test:

m Ho: Z has never been upscaled

) ZI\'

m H1: Z has been upscaled by ¢

iaitalimage TN N matix
Test statistic:
min Ay, if |S|=0
v€{0,..., V—-1}
K& median A, if1<|S| <V
ve{0,..,V-1}\8
Ao, if |S|=V
A set of V different submatrices are studied: Decision:
T
. Aé(AK (=2)), - (29 1))) Ho: &> o, (1+ VB)?
] Sé{U:AK (E(Zv;)<a‘2/v(1—\/f3)2} Hi: k< opy (14 vB)?
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Experimental Setup

Image Dataset:

m 1317 images from the Dresden Image Database (Nikon cameras)

Full-frame resampling through convert from ImageMagick:

m Interpolation kernels: Linear, Catmull-Rom, B-spline, Lanczos
m Set of resampling factors: ¢ € {1.05,1.1,...,1.95,2}

Benchmark detectors:

m LP-based:

o Kirchner (2010): based on row/column predictors (K = 3)
m SVD-based:

o Our approach (2015): subspace decomposition through SVD
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Experimental Setup

Image Dataset:

m 1317 images from the Dresden Image Database (Nikon cameras)

Full-frame resampling through convert from ImageMagick:

m Interpolation kernels: Linear, Catmull-Rom, B-spline, Lanczos
m Set of resampling factors: ¢ € {1.05,1.1,...,1.95,2}

Images without demosaicing traces: Resampling Analysis:

Non-demosaiced
image m Central block of the image:

o green channel
m Small size block:
o 32 x 32 pixels
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Experimental Results: AUC

Area Under the ROC curve (AUC):
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Detectors: v LP-based — — - SVD-based —— RMT-based (ours)
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Experimental Results: Detection Rate

R

Detection rate at 1.2149% False Alarm Rate (FAR):
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Conclusions

m Key aspects of this work:
Processing K < N consecutive columns/rows of an N x N block:
— eigenvalue compaction property (Maréenko-Pastur Law)
Taking advantage of the eigenvalue compaction property:
— signal-plus-noise structure becomes evident (asymptotic gap)
Using RMT tools for small values of N:
— asymptotic limits turn out to be excellent approximations

= Main contributions:
o Generalization of the intuition behind Mar&enko-Pastur Law to

2D-AR random fields (upscaled & quantized)
o Development of a detector that works with a theoretical threshold
o Promising performance with small size blocks (32 x 32 pixels)

m Future research:
o Introduce a model for the demosaicing process

o Apply RMT tools for downscaling
o Address more realistic scenarios: JPEG, nonlinear filtering, etc.
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Thanks for your attention!
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