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Motivation and Objectives

Motivation

Nowadays, video sequences are no longer more difficult to tamper with
than digital images.

Example: DeepFakes Our goal

m In-depth analysis of the
prediction residue in double
compressed videos

m Evaluate the effect of certain
video coding parameters:

o Quantizer deadzone width

m Predict the behavior of some

video forensics tools, such as
those based on the VPF
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Basics on Video Coding

Basic concepts

Group of Pictures (GOP):

Frame 1 Frame 2 Frame G-1 Fame 6. Frame G+1

Video coding

QE EEE

Trorward predictior
Group of Pictures (GOP) - Size: G

MacroBlock (MB) types:

Intra/no prediction e

- \:\ Forward prediction E
Blockprcessing 16516
bk Fw prediction, no MV \ P-frame
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Our modeling

Single compression scheme:

U, | Tansom | ur x4
X, & J ‘Y,
- Quantization

o,

Video coding scheme

Prediction:

0, if
X!, _y(m), if
’11717 lf

Residue: U,, = X,, — X,, — DCT

X, =
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Basics on Video Coding

Basic concepts Our modeling

Group of Pictures (GOP): Single compression scheme:

U, Transform U’ X!
X, + = > Y.

Frame 1 Frame 2 Frame 6.1 Fame G Frame G+1 -~ Quantization

Video coding

EE EEE

rorward precictio
Group of Pictures (GOP) - Size: G Video coding scheme

MacroBlock (MB) types: Quantization:

inranoprcicton . — E
Forward prediction 1A Ay
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Basics on Video Coding

Basic concepts

Single compression scheme:

U, | Tensom | U X,
X, & n £ Y,
. Quantization

o,

Video coding scheme

MacroBlock (MB) types:

Intra/no prediction o
Forward prediction

Fw prediction, no MV ‘

™
=

Which MBtype @ o
from I-MB, P-MB, | T
5-MB do we use?

Block processin 9

16x16
block

David Vézquez-Padin and Fernando Pérez-Gonzalez

Video coding strategy

Coding problem: minimize
distortion up to a maximum rate r:

D(Xp, X))
subject to  R(X),) <r

minimize

Best solution: Lagrangian-based
optimization with X:

minimize D(Xp, X)) + AR(X},)

MB type selection criteria:

arg min D(Xn,X7,) + AcR(X},)
ce

where C = {I-MB, P-MB, .
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Single vs. Double compression

Single compression scheme

U, Transform v X/, 9 10 1 an
5% - & = r- Y, [
- Quantization . %

lo , :
. l Lagrangian-based l l l
Xn optimization

v B E @

Video coding scheme
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Single vs. Double compression

Single compression scheme

U, | Tanstorm |y bl 9 10 11
x, " M n

= Yn B
] wivaton x [ [ @
lo, ., :
. Lagrangian-based l l l
X optimization s‘*’%seeeeeeée%e“
L———— Prediction os

Video coding scheme
Double compression scheme

U, | Tanstorm | ur X!, W, Tranllorm W,
X, - & “ &

Z,
= Quantization Quantization
Q,

1* Compression 7 Comprnllon

Variation of Prediction Footprint (VPF)
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VPF analysis with a real example (1)
Single compression:

C BB
bl

10

9
1-MB
MB t e percentage: constant constant
ype p g b — —
MV=(0,0) !

P-MB,

Double compression: (G; = 10, Gy = 33)

9 10 11

v [ [0 [F]
bbb
z [P [P [Pl

9 10 11
P-MB

g |-MB

MB type percentage: o change O change o
P-MB
MV=(0,0) SMB
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VPF analysis with a real example (Il)

Double compression: (G; = 10, Gy = 33)

1 —E BE BEE EEE R HEE EEE EE O E R EE EE EED HEE EE B EE B0 E BE BRI EEE DR EEE EEE

B-VPF method*

= -MB
m S-MB

G-VPF method

!
| |
| | 1 I-MB
/ | 0 9 L]
/ | | | m S-MB
° | | ? |
L ‘ ‘ ‘ ‘ ‘ i m P-MB
e @ T | | | U
| | | | | V_(O 0)
‘ ‘ ‘ ‘ ‘ MV=
| | | | | !

* Viazquez-Padin et al., “Detection of video double encoding with GOP size estimation” in Proc. of the 4th IEEE International Workshop
on Information Forensics and Security (WIFS), December 2012, pp. 151-156.

T Vazquez-Padin et al., “Video integrity verification and GOP size estimation via generalized variation of prediction footprint,” 2019
(submitted).
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Prediction Residue Analysis (1)

Double compression scheme

ot [ L X w [ |, v MBype:

Quantization " - Quantization 7 argmincec D(Yn, Y7,) + A R(Y7,)

QA Distortion:
X, DY, Y,) £ (Y, — Y, |3
= [IWo + Y, — (W} + ¥
1% Compression 2™ Compression = Wa - W3

VPF strength depends on—-| Var (W,,) [§ —Var (W,,) g
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Prediction Residue Analysis (1)

Double compression scheme

52 u, [ rsem | u, X, w, | Tsom | wi v MB type:
n & . & n

Y, +—Zn .
Quantization = Quantization argmincec D(Yn, Y7,) + AR(Y},)
la, Distortion:
Y, D(Yn, Y,) £ (Y, — Y I3
= W+, — (W0 + Yol
1% Compression 2™ Compression =W, - W3

VPF strength depends on—»| Var (W,) [§ —Var (W,,) g

Intra-prediction residue analysis: |-frame in 1st compression

Transfe a X, Transfc i Y,
X, } U, rzn:nrm U, o Y, n W, ran:nrm Wi D 2, Var(W,) ‘q = Var (X,,) + Var )
Quantization Quantization ]

Var (EL') o< D(X,,, X, )|« X, > X
lo, o,

1% Compression 2" Compression
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Prediction Residue Analysis (1)

Double compression scheme

| Tansom [N X/, w. | Transtorm | wr Y, MB type:
=, . A L Gy o H . 4

n Z, .
- Quantization = Quantization argmincec D(Yn, Y7,) + AR(Y},)
la, Distortion:
5%, D(Yn, Y,) £ (Y, — Y I3
= W+, — (W0 + Yol
1% Compression 2™ Compression =W, - W3

VPF strength depends on—»| Var (W,) [§ —Var (W,,) g

Intra-prediction residue analysis: P-frame in 1st compression

ransform i X, ransform i Y,
Xn Un | Tory i " Y, P s W D"z, Var (W) [£ = Var (X,,) + Var (BY)
Quantization Quantization ul
Var (El') « D(X,,.X},) U, U,
Var (W,,) E
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X
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Predicton

1% Compression 2" Compression
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i
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Prediction Residue Analysis (1)

Double compression scheme

Transform | b W, | Tanstorm | wr Y,
X, U & n +— Y, & = '

- Quantization ~ Quantization
la,
Yo
Prediction

1° Compression 2 Compression

VPF strength depends on—»| Var (W,) [§ —Var (W,,) g

Zn

MB type:
argmineee D(Yn,,Y),) + AR(Y},)

Distortion:

D(Yn, Y,) £ (Y, — Y I3
= [Wa+ Yo — (W), + Yo)ll3
=W, — Wi|I3

Intra-prediction residue analysis: P-frame in 1st compression

U, Transform U, X, % N W,

Quantization Quantization

la,

Prediction

. [ o |
= | oo |

la,

y
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1% Compression 2" Compression

Transform W/ Y/,
& (4

Z,

Var (W,,) E = Var (X,,) + Var (Ef,‘)
Var (EL') « D(X,,, X,)

Var (W,,) E = Var (X,) + Var (EF)
Var (BEY)

D(UN-UC,)‘\
Dynamic video —» p(E) > p() + pE)
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Prediction Residue Analysis (1)

Double compression scheme

| Tansom [N X/, w. | Transtorm | wr Y, MB type:
=, . A L Gy o H . 4

n Z, .
- Quantization = Quantization argmincec D(Yn, Y7,) + AR(Y},)
la, Distortion:
5%, D(Yn, Y,) £ (Y, — Y I3
= W+, — (W0 + Yol
1% Compression 2™ Compression =W, - W3

VPF strength depends on—»| Var (W,) [§ —Var (W,,) g

Intra-prediction residue analysis: P-frame in 1st compression

ransform i X, ransform i Y,
X, U, | " a.‘ U " Y, } Wo | T u.' W D—">2, Var(W,)|f = Var(X,) + Var (Ef,‘)
- Quantization Quantization ul
T T Var (EL') « D(X,,, X,)
@ @ Var (W,,) E = Var (X,) + Var (E;")
b, Var (EF) o D(X,, X, | )4\
static video — p() > p@E + pE)

1% Compression 2" Compression
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Prediction Residue Analysis (1)

Double compression scheme

| Tansom [N X/, w. | Transtorm | wr Y, MB type:
=, . A L Gy o H . 4

n Z, .
- Quantization = Quantization argmincec D(Yn, Y7,) + AR(Y},)
la, Distortion:
5%, D(Yn, Y,) £ (Y, — Y I3
= W+, — (W0 + Yol
1% Compression 2™ Compression =W, - W3

VPF strength depends on—»| Var (W,) [§ —Var (W,,) g

Intra-prediction residue analysis: P-frame in 1st compression

Transf , X!, Transfs 4 Y,
s U, ransform | U, Y, N Wa e LW g z, Var (W, \E:Var(

Quantization Quantization

la,
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L Prediction
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Prediction Residue Analysis (1)

Double compression scheme

X, Uy | Torgem | U Xn Y, W, | Targem | W Y Zn Me ty.p © , /
- Quantization = Quantization argmincec D(Yn, Y7,) + AR(Y},)

T 1 TQ; Distortion:
X 5%, D(Yn, Y,) £ (Y, — Y I3
= [[Wa + Y0 = (W, + ¥0) 13
1% Compression 2™ Compression =W, - W3

VPF strength depends on—»| Var (W,) [§ —Var (W,,) g

Intra-prediction residue analysis

100
| Semi-analytic model:
0o
oy 0 are ) 3t (10) =SlebEmeEs vare )2t 1.0
] — — —varle ?3) st (1.0) - = - verte fiatLo)
> w0 —> AR model for temporal
dependencies
o (only valid for modeling
N S0 o mw static videos) o
Static video Dynamic video Synthetic result
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Prediction Residue Analysis (II)

Inter-prediction residue analysis

X, U, | Tonsem | w, X, =, W, | Tansom | W Y, 7 P;eg:(ctlgn‘::-\;SIdue (wio Q):

- ‘Quantization = Quantization " Qdant"iza n errors
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X, Prediction residue (w/ Q):
4’ Wo_R . B |ER-EEL B, if 0-8
n=Ro+Bu Ba=qpe bl o o
1 Compression 2% Compression ' ~En By,

Var (W,,) \E —Var (W,,) |E = Var(EL) — Var(EL) —2(cov(EL  ERY ) —cov(EDY EF )

depends on Q,
—2(cov(EY, EF?)) — cov(EFY EL2))

'n—1

depends on Q, and Q,
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Prediction Residue Analysis (II)

Inter-prediction residue analysis

X v, [ e | v % L R I Pf?:tﬁlgnzs:due (wlo Q):
z Quantization - Quantization Quantizal
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Prediction Residue Analysis (II)

Inter-prediction residue analysis
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Prediction Residue Analysis (1)

Evolution of Var (W,,) |5 —Var (W,,) [?

b) Synthetic () = 7 ap = 2)

(d) Static videos (o) = 1, ap = 2)
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Experimental Setup

Dataset

m 14 CIF resolution videos from Derf’s collection [xiph.org]

Benchmark methods

m G-VPF: improved VPF acquisition through P-MBs with MV = (0, 0)
m B-VPF: baseline VPF-based method

Testing parameters

Quantization: fixed (Q1,Q2) pairs with Q1,Q2 € {2,...31}
Deadzone widths: o) € {1,5/4,2}, ap =2

Encoders: MPEG-2, but also MPEG-4 and H.264

GOPs: G; =10, G =33
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Experimental Results (1)

GOP size estimation: Exact Match Rate (EMR) between G; and G1

NN

(a) G-VPF (o) = 1, ap = 2)
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Experimental Results (1)

GOP size estimation: Exact Match Rate (EMR) between G; and ef)

(b) G-VPF (o = 5/4, ap = 2)
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Experimental Results (I1)

Global EMR and Double compression detection: comparative results

EMR
MPEG-2 MPEG-4 H.264 MPEG-2 (G-VPF)
a; | G-VPF | B-VPF | G-VPF | B-VPF | G-VPF | B-VPF | Static | Dynamic
0.9111 | 0.6835 | 0.9065 | 0.6557 | 0.7262 | 0.6967 | 0.9632 | 0.8173

—

2| 0.9063 | 0.7150 | 0.9079 | 0.6942 | 0.7274 | 0.6984 | 0.9444 | 0.8378
2 | 0.8630 | 0.7699 | 0.8826 | 0.7978 | 0.7399 | 0.6874 | 0.8651 | 0.8592
AUC

MPEG-2 MPEG-4 H.264 MPEG-2 (G-VPF)

a; | G-VPF | B-VPF | G-VPF | B-VPF | G-VPF | B-VPF | Static | Dynamic
0.9632 | 0.8406 | 0.9509 | 0.8073 | 0.8556 | 0.8589 | 0.9872 | 0.9259
0.9588 | 0.8540 | 0.9572 | 0.8306 | 0.8589 | 0.8603 | 0.9733 | 0.9254
0.9243 | 0.8930 | 0.9382 | 0.8952 | 0.8743 | 0.8443 | 0.9111 0.9129

—

N[ afon
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Conclusions

Key aspects of our work

m In-depth analysis of the prediction residue in video coding

m Derivation of a semi-analytic model to predict the VPF behavior
m Explanation of why the VPF shows up and its dependence with:

o Quantization parameters during both compressions
o Deadzone widths for quantization

Future research work

m Review the derived model and extend it to MPEG-4 and H.264
m Address more complex coding settings:

o Include B-frames

o Adaptive bitrate control

m Derive closed-form expressions from the semi-analytic model
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Thanks for your attention!

Questions?

David Vazquez-Padin
dvazquez@gts.uvigo.es
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