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ARTICLE INFO ABSTRACT
Keywords: The photoresponse non-uniformity (PRNU) is a camera-specific pattern, which acts as unique fingerprint of any
PRNU

imaging sensor and thus is widely adopted to solve multimedia forensics problems such as device identification
or forgery detection. Customarily, the theoretical analysis of this fingerprint relies on a multiplicative model for
the denoising residuals. This setup assumes that the nonlinear mapping from scene irradiance to preprocessed
luminance, that is, the composition of the Camera Response Function (CRF) with the digital preprocessing
pipeline, is a gamma correction. However, this assumption seldom holds in practice. In this paper, we improve
the multiplicative model by including the influence of this nonlinear mapping, termed PRNU emphasis, on the
denoising residuals. On the theoretical side, we conduct first an exploratory analysis to show that the response
of typical cameras deviates from a gamma correction. We also propose a regularized least squares estimator
to measure this effect. On the practical side, we argue that the PRNU emphasis is especially beneficial for a
source camera attribution problem with cropped images. We back our argument with an extensive empirical
evaluation using different denoisers and both compressed and uncompressed images. This new model will pave
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the way to future PRNU estimators and detectors.

1. Introduction

The photoresponse non-uniformity (PRNU) is a noise-like pattern
intrinsically embedded into digital images due to manufacturing im-
perfections in camera sensors. It qualifies as a unique device fingerprint
for several multimedia forensics problems, including forgery detection
and source device attribution [1]. Since the pattern is buried under
the scene content, image processing plays a key role in extracting and
handling the PRNU [2]. In this sense, although data-driven algorithms
are promising [3,4], model-driven strategies still prevail.

In the research literature, the multiplicative model of the denoising
residuals [5], that is, the difference between the original and the
denoised images, is well-established. Given a large number of pixels,
empirical results [6] sustain that it leads to almost optimal PRNU
estimators and detectors [7]. In fact, it has remained essentially un-
challenged since its inception; as argued by Al-Ani and Khelifi [8], “the
model is more or less adopted in all the existing PRNU-based techniques
[...]”. Nevertheless, there is margin for improvement when information
is scarce. In this vein, the authors of [9] showed with synthetic signals
that some of the predictions of the multiplicative model do not conform
with the empirical results. Motivated by these findings, we put forward
a new model based on the theoretical analysis of the Transfer Curve,
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a term we use to denote the composition of the Camera Response
Function (CRF) with the digital preprocessing pipeline.

The CRF is the mapping from image irradiance to image brightness.
Evidence suggests that the response function “can vary significantly
from a gamma curve” [10]. Moreover, in practice, the digital pre-
processing pipeline, including the ISO and demosaicing, affects the
captured image. Yet, as we will show, the multiplicative model is only
valid when this transfer curve is a pure gamma correction.

In this paper, we show how to derive a generalized model account-
ing for this composition of functions. This generalization includes the
multiplicative model presented in [5] as a special case. The resulting
expression shows that an emphasis function weights the pixels of the
PRNU according to the brightness level of the corresponding pixel
in the denoised image, but the dependence with this level may be
nonlinear. Hence, we call this effect PRNU emphasis; we also propose a
method to estimate it from natural images.

We note that a related idea was proposed by Li under the name “SPN
enhancers” [11]. However, we depart from a model for the captured
image, whereas SPN enhancers were derived from a hypothesis about
the relation between the denoising residual and the scene content. The
result is also different: SPN enhancers act on the denoising residual
under test, while PRNU emphasis may be applied to the denoised
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images in both training and testing splits. In any case, our model is
backwards compatible with all the techniques that rely on the denoised
image, so it can be used in conjunction with SPN enhancers.

On the practical side, we consider a source camera attribution (SCA)
problem, in which we try to determine whether a given test image was
taken with a specific camera device. In this work, we focus on SCA
with cropped images because using the wrong model is particularly
prejudicial, as we will show. To address the SCA problem, an estimate
of the PRNU is necessary. This statistic results from the combination
of L residuals, obtained after denoising a set of images, all of them
known to be taken with the same camera. The denoising filter removes
part of the image content, which benefits the subsequent operations.
Regarding the combination step, one of the cornerstone discoveries was
the maximum likelihood estimator (MLE) of the PRNU, introduced by
Chen et al. [5]. After computing this quantity, Goljan and Fridrich [12]
proposed a two step process to decide whether a test image (through
its corresponding denoising residual) was taken with a given camera.
In their method, the test residual is first aligned with the fingerprint
estimate using a correlation based approach, namely by taking the
maximum of the normalized correlation coefficient. Then, the peak
to correlation energy (PCE) [12] is used as the detection statistic. In
this paper, we show that the PRNU emphasis affects both the PRNU
estimation and the detection processes.

To validate our proposal, we estimate the PRNU emphasis from
real images considering different setups, such as JPEG compression
and different denoising algorithms. In all our experiments the result
differs from the linear function assumed by the multiplicative model.
Then, we address an SCA problem with cropped images using the
estimated PRNU emphasis. We also propose and evaluate a fixed em-
phasis function, which requires less computations. The results evidence
the benefits of including the PRNU emphasis in the source camera
attribution process.

1.1. Notation and structure

Uppercase bold letters, such as A or ®, denote matrices. Lowercase
bold letters, such as a, denote vectors. We denote the nth component
of the vector a by [a],. We use 1 and 0 to denote the vector of all-ones
and all-zeros, respectively. Regular letters, either Latin or Greek, denote
scalar values.

The rest of this paper is organized as follows. In Section 2, we
propose our generalized multiplicative model and present the PRNU
emphasis. We also present the PRNU estimator and the detector to
address the SCA problem with cropped images, detailing how to take
advantage of the emphasis function. Different methods to estimate the
PRNU emphasis are described in Section 3. We provide our experimen-
tal results in Section 4, including a discussion of the peculiarities of
the SCA problem with cropped images in Section 4.2. Finally, we draw
some conclusions and future research lines in Section 5.

2. Generalizing the PRNU model

In this section, we show that the transfer curve induces an emphasis
function in the PRNU. In this context, we first review the derivation of
the multiplicative model, which is based on the Taylor expansion of
the gamma-correction. After formalizing the concept of transfer curve,
we apply a similar Taylor expansion to justify the presence of the
PRNU emphasis. We also derive a PRNU estimator that accounts for this
emphasis function. Finally, we modify the process of SCA with cropped
images to include the emphasis function.

2.1. Multiplicative model revisited

Assume that we have access to a dataset of L images from the same
device. In their work, Chen et al. [1,5] argued that the output of the
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Fig. 1. Ten CRFs of real cameras, from [14]. Colors and line-styles have no meaning
beyond identifying each function.

sensor, for each color channel, admits the model
¥, = ¢ (2, + (o, k)oz, +npy,)y +n,, [=0,1,...,L—1, (€D

where the exponentiation is element-wise and the operator o represents
the Hadamard product. Focusing on the /th vector, y, denotes the
output image, z, denotes the noiseless input to the sensor, k denotes
the PRNU, n,,, summarizes different noise sources, and n,, denotes the
quantization noise. All these quantities are N dimensional, obtained
after vectorizing images of size N; X N,. The scalars ¢ and y denote
the color channel gain and the gamma correction factor, respectively.
We assume that k follows a zero-mean white Gaussian process; for
convenience, we include explicitly its variance, which is denoted by
o2.

The authors of [5] apply the Taylor expansion (1+x)’ = 1+yx+O(x?)
about x = 0, reaching the multiplicative model:

vi=x0 (1470, k) +n,, [=0,1,...,L—1, 2

where x; = (cz;)". Applying the denoising filter, we obtain the residual

w, =yx0(0, k) +n, [=0,1,...,L—1. 3

Although the denoising process is often non-ideal, we assume that
the vectors n; are mutually uncorrelated processes, which are also
uncorrelated with k.

2.2. Transfer curve

In deriving the multiplicative model, Chen et al. relied on the Taylor
expansion of the gamma correction. As discussed by Grossberg and
Nayar [10], the gamma correction is just a possible instance of Camera
Response Function (CRF), which describes the mapping from image
brightness to image irradiance. Often, this mapping is modeled as a
monotonically increasing function between 0 and 1. Throughout their
work, the authors of [10] argue that “camera’s response function may
vary significantly from an analytic form like a gamma curve” [13]. In
Fig. 1, we depict in logarithmic scale ten examples of CRFs obtained
from [14]. In this plot, gamma functions would appear as straight lines,
which is not the case; thus, we conclude that these CRFs differ from a
gamma curve.

Moreover, in practice, we need to account for the digital preprocess-
ing operations. We call this composition of functions, which includes
the CREF, transfer curve; in the following, we denote it by 4. In this work,
we assume that it is a strictly monotonically increasing function. This
assumption imposes some conditions on the preprocessing operations:

1. Pixelwise operations, like the ISO, are well approximated by
strictly monotonic functions.
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2. Operations that mix different pixels, such as demosaicing [15] or
gray-scale conversion, are well approximated by a positive linear
combination of these pixels.

In Section 3.7, we will test empirically whether the transfer curve is
strictly monotonically increasing. We also assume that & is differen-
tiable in its domain, denoting its derivative by A’(x). For convenience,
we also set 2(0) =0 and A(1) = 1.

2.3. Generalized model

Following the definition of transfer curve, we can write the output
of the sensor as

y; = h@z; + (o Koz, +n, ) +mn,;, [=0,1,....,L—1 @

If h(x) = (cx)”, we recover the expression in (1). The function h acts
element-wise, i.e., [A(a)], = A([a],), for n = 0,1,...,N — 1. Our goal
is to show that the transfer curve affects the denoising residuals. For
simplicity, we ignore the term n,,: this approximation is reasonable
when either n,; or the errors introduced by the denoising process
prevail, which is often the case in practice. Applying a first order Taylor

expansion about (6, k) = 0, we obtain, for / = 0,1,...,L — 1, the
following expression:
¥, = h(z) + h'(2))02,0(6, k) + O (6, k) + 1. (5)

Summarizing the additive noise terms by n, we obtain, for the /th
image,

¥, = h(z)) + h'(z))0z;0(c, K) + n,. 6)

Let us define another element-wise function, g(z) = h/(z)z. Also, set
X; = h(z)). Since the random variables have zero mean, we can assume
that the output of the denoising filter is x,. Thus, the residual obtained
after denoising y, accepts the model

w, = g(x)o(o k) +ng,, 1=0,1,...,L—1, ¥4}

where, with a slight abuse of notation, we used the shorthand g(x,) to
denote g(h~'(x))) = h~!(x))oh’'(h~(x))) and n,; collects the noise terms.
We call function g PRNU emphasis; in Section 3 we analyze how to
estimate it. This model matches (3) if and only if & is a gamma curve,
as we show in Appendix.

2.4. Emphasized estimator of the PRNU

We can introduce the emphasis on the estimator of the PRNU.
As in [7], we work with the nth pixel of the residuals. We assume
independence among pixels; although images themselves are locally
correlated [16] and the estimate from the denoiser is usually a linear
combination of the surrounding pixels [17]. Our goal is to reach a
balance between rigor and tractability; in this sense, assuming inde-
pendence allows us to work over the model while providing reasonable
results. This assumption simplifies the result in vector form to stacking
the individual estimates for each pixel.

Suppose the vector n,, in (7) is a spatially white Gaussian process
with variance 0‘2”, that is, when focusing on a given residual, its
pixels are modeled as independent and identically distributed Gaussian
random variables. Aiming to be as general as possible, we assume
that this variance may not be the same for every residual, as argued
in [18]. Hence, when focusing on a particular pixel, the residuals
are mutually independent, but not white. Then, given the L denoised
images {x,}7! and the PRNU Kk, we can write the joint log-likelihood
of the L denmsmg residuals {w,} ! for the nth pixel as

L-1 L-1
__1 2o (W, — oy (K], g(1x,1,))?
l,= > % log (2”‘7d,1) ; 205,/ .

(C))
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Taking the derivative with respect to [k], and equating to zero to
maximize the log-likelihood, we obtain

3 D ) o 4, 00, =0 @

=0 dl

Solving the equation and writing the result in vector form, we reach
the emphasized estimator of the PRNU:

/ z g(x,)og(x,) (10)

where the d1v151on is entry-w1se. ThlS estimator includes the method
proposed in [7] as a special case, because the expression

O'kl; _ g(x/)

l 0

L-1 L-1
o k=Y xow, / 3 xj0x,. an
1=0 1=0

corresponds to our estimator when g(x) = x and the variance of each
residual is assumed constant.

Our result also resembles [18, Eq. (10)], but it includes weights
in the denominator. When the weights are constant, the estimator
can be seen as an ordinary least squares (OLS) regressor, which is
optimal when the variances 0'5 , are the same for all /. To account
for different variances, weighted least squares is a popular approach.
In this sense, Aitken [19] proved that (1) the optimal weights are
given by the inverse of the variance of the residuals, and (2) these
weights must be applied in both the denominator and the numerator.
Our proposal above aligns with this result: with uncorrelated Gaussian
random variables, the weighted OLS estirnator and the MLE match.

In practice, to estimate the values of {¢2 o5 } IL=‘01 , we follow a modified
version of the method in [18]. There, the authors first aim to remove
the component due to the PRNU in the denoising residuals. Then, they
exploit the “pixel-dimension” to compute the variance of each residual.
We propose to estimate first the PRNU using the OLS estimator, i.e.,
assuming constant variance. Let this estimate be k; we use it to compute

the errors,
e =w, —gx)ok, [=0,...,L—1, 12)

(cf. [18, Eq. (5)], where they subtracted the average of the residuals).
Finally, we compute the variance using the errors for different pixels,
as in [18, Eq. (6)]:

N-1
631 = ﬁz <€1] Z[el] > 1=0,..

n=0

,L—1. 13)

Under our model, this modification should improve the results.

We can provide a geometrical interpretation of the strategy above.
The operation w, — g(x,)ok projects the denoising residuals into the null
space of the emphasized denoised images, giving access to a modified
version of the error terms. We approximate the variance of each n,,
in (7), for I = 0,1,...,L — 1, by the variance of these “modified
errors”.! Finally, we exploit that close pixels share almost the same
statistical properties. The estimate of the variance provided in [18]
follows the same idea, but assuming that the covariates are constant.
Our interpretation may allow the introduction of different strategies to
estimate the variances, as MINQUE [20]. We plan to explore this option
in a future work.

In our derivation, we assume that the noise is spatially white. But
the denoising filter is far from ideal, and we expect it to perform better
in less textured regions of the image. Although Lawgaly et al.[18]
proposed a block-wise approach to account for this effect, both the
problem of estimating the variance of the noise through a given residual
and the problem of incorporating this quantity into the PRNU estimator
are still open. Yet, as we will argue in Section 4.2, the model above is
particularly beneficial in a detection problem with cropped images. We
plan to consider the behavior of the noise terms in our future work.

! This procedure underestimates the variance, because it ignores the
component of the error lying in the “emphasized-denoised-image subspace”.
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2.5. Source camera attribution with cropped images

In this section, we modify the mainstream method to conduct SCA
with cropped and scaled images [12] in order to include the emphasis
function. Our procedure remains very similar, but it includes some
modifications. For the sake of simplicity, in this work we focus on
cropped images; the extension to scaled images is straightforward.
Although the authors of [12] use the multiplicative model, note that
here we include the PRNU emphasis to explain the method. We remark,
in any case, that we do not follow any optimality criterion to derive this
detector.

The algorithm proposed in [12] relies on a two-channel hypothesis
testing problem. To account for the two-dimensional nature of images,
in this subsection we conduct our analysis with matrices of size N x M,
i.e., we do not apply vectorization. To clarify that we are working
with matrices, we follow the notation in Section 2.3, but using the
corresponding capital letters. Let us restate (4) in matrix form:

Y = M(Zo(1 + (o1 K) +N,) +N,, 14

where we dropped the subindex / because we only consider the test
image. In the equation above, Y is the original image, Z is the input to
the sensor, 4 is the transfer curve, and (o, ; K,) is the PRNU. The noise
sources are N, and N,,. Then, the denoising residual obeys the following
relationship:

W = g(X)o(o; | Kj) + Ny, (15)

where g is the PRNU emphasis, N, is the additive noise term, and
X = h(Z). Now, let us define the operator T, which crops its argument
at the position given by s = (s;,s,). We have access to the residual
of the cropped test image, Ty(W)e RP*C. Assume, also, that we know
an estimated fingerprint (o, K) for a source device with PRNU (0, K).
Then, the authors of [12] aim to test whether the two PRNUs are the

same, that is,
Hy: (0, K) # (0,1 Ky), 16)
H,: (0, K) = (0,1 Ky).

After some mathematical derivations, they arrive at the following pro-
cedure. First, they propose a brute-force search to estimate the cropping
point using a correlation-based method. In particular, they rely on the
NCC [21]; for 0 < s; < N and 0 < s, < M, we have:

(0 (K1) = 1 )UAW s sty — Hoo)
[NCC];, ., = ~
“TEET ok, [Ve-s,

where W, € R¥*M s the result of padding with zeros the cropped
test residual after multiplying it by the emphasized denoised image,
Ty(g(X)oW) € RPXC, and the expressions (n+s,)y and (m+s,),, denote
the shifts modulo N and M, respectively. The scalars y, and u,, are the
averages of all values in (o, K) and T, 5(g(X)oW), respectively. We denote
the Frobenius norm of the matrix A as |Al| =3, ¥, (A],0))"2

Due to the statistical whiteness of the PRNU, the correlation with its
shifted versions has zero mean, save for the true alignment, where we
expect to find a large positive value. Thus, the position of the maximum
of the NCC as a function of the shifts is a good estimator of the position
of the cropping point:

; a7

n om

Speak = arg max [NCC] 18

§1.,59°
(51.57)EB 12

where B={0,1,..., N-P-1}x{0,1,..., M —Q—1}. Note that we only
search for the maximum in a reduced range, which corresponds to the
difference between the sizes of the original and the cropped images
(any value of (s, s,) outside this range would be unfeasible).

After solving the estimation problem above, the authors address the
detection stage by focusing on the position of s, The statistic they
consider is the PCE [12], which can be computed using the NCC:

(INCCls

: ,
NAoIAl Ys ¢ 4(INCClg)?

PCE = 19)
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where A is a small region surrounding the position given by s, and
|A| is the number of elements within this region.

We consider the same pipeline with two modifications. First, we use
the signed PCE instead of the PCE [22]:

(INCCls )

; ,
NVTAl Yse 4(INCClg)?

where sgn(x) equals —1 when x is negative and 1 when x is non-
negative. Second, we use T3(W), i.e., the cropped test residual, instead
of Tg(g(X)oW), because the results remain very similar and the proce-
dure is simpler; we plan to introduce the multiplication step jointly with
the variance of the noise in a future work. We declare H, whenever
the signed PCE is above a preset threshold 7. During our analysis in
Section 4.2, we will also use the CCN [22]:

CCN = sgn([NCCJSPcak)\/ PCE, @1n

which is an equivalent statistic to the signed PCE in terms of detection
results. In Fig. 2, we provide a block diagram with the different steps
of the process, including the different estimators of the PRNU emphasis
that we will present in Section 3 and the post-processing operations
(zero-meaning and Wiener filtering in the DFT domain [1]) that we
will mention in both Sections 3.5 and 4.1.

SPCE = sgn([NCC]g ) (20)

'peak

3. Estimating the PRNU emphasis

After introducing the PRNU emphasis, in this section we present
some methods to estimate it. Our strategy relies on the covariance
of the residuals. First, we show that the covariance is linked to the
PRNU emphasis through a spectral decomposition. Then, we provide
a simplified method, which is based on an estimate of the PRNU. We
evaluate both techniques to obtain a preliminary idea of the shape of
the PRNU empbhasis.

Based on the results, we propose a regularized least squares estima-
tion method, which is useful when the amount of information is scarce.
Finally, we show a method to approximate the transfer curve from the
PRNU emphasis.

3.1. Linking the covariance with the PRNU emphasis

Following the model in (7), given two denoising residuals obtained
from images taken with the same camera, which we will denote by w;
and w;, we can write the covariance of the nth entry as:

E([w;1,lw;1,) = o¢ [ex)],[g(x)],, n=0,...,N -1, (22)

where E takes the expectation of its argument. Given the vectors x; and
x;, we can define the following bivariate function:

¢ (z1,20) U,% 8(z1) g(z,). (23)

The first step to recover the PRNU emphasis is to estimate ¢, which
is the function binding the pair of pixels of the denoised images
(%1, [x;1,) with the covariance between the entries of the denoising
residuals [w;], and [w ilne

3.2. Regressogram

From the definition of transfer curve, we can assume that the
function to estimate is continuous. We note that our aim in this section
is exploratory [23]: we want to obtain a curve that describes the PRNU
emphasis minimizing the number of assumptions. Then, one option
to retrieve ¢ is the regressogram [24]; although more sophisticated
methods may exist, this approach is simple and fast.

First, under our model, the product of the residuals is an unbiased
estimator of the covariance. Thus, we can access an estimate of the right
hand side of (23).
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PRNU emphasis
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Fig. 2. Block diagram showing the different steps in the source camera attribution problem with cropped images. “RGB to GS” stands for “RGB to grayscale conversion”; “WF in

DFT” is a shorthand for “Wiener filtering in the DFT domain”. We use {Y,}/=' to denote the training images in matrix form.

On the other hand, we have two covariates, which have the same
span. Thus, we can divide the 2D plane in sz squares. Let 1, , be the
square corresponding to the pth division in one axis and the gth division
in the other axis, for p, ¢ =0, 1, ..., N, — 1. Then, the regressogram is
Ei,j;&i 2 [wiow;], 1, ,(([x1,, [x;1,))

iz 2 Ly (X1, [x;1,))

where 1 pq 18 the indicator function of I g

; (24)

03(21722) =

if (z.2,) € 1,,,,

3.3. From the regressogram to the PRNU emphasis

From the 2D function with the covariances, we can obtain the
PRNU emphasis by solving a matrix-nearness problem. Let us define
the matrix & € R¥+*Ns, which contains the values of the regressogram
for each possible p and ¢. To reach g(x), we use two properties:

1. Ideally, the matrix & is symmetric, because ¢(z;, z,) = $(z, 2;)-

2. In the noiseless case, the matrix & is rank one, because it
corresponds to the outer product of a function by itself sampled
at the same points in both dimensions.

Then, we need to approximate our matrix by a symmetric rank-one
matrix [25]. We opt for a two-step approach.? First, we symmetrize
our matrix:

& =(@+87)/2 (25)

Now, to obtain the rank-one approximation, we apply the following
theorem.

Theorem 1 (Eckhart-Young, [26]). Let A be a rank r matrix and USVT be
its singular value decomposition, with singular values s; sorted in descending
order. Then, if D is a rank k < r matrix,

ml;n HA - D”2 =|A- kil sV = s (26)
i=0 )

where u; and v; are the ith columns of U and V, respectively.

Let the closest rank one matrix to &, be &,. To obtain the estimate
of g(x) from the rank one approximation, we first observe that, due to
symmetry, &, = s;u;u,;". From the definition of ¢, we can conclude
that, in the ideal case, each of the N, entries of the vector u, is
proportional to a sample of g(x).

2 In this paper, we leave the sign of the eigenvalues unconstrained; we plan
to impose positive-definiteness in our future work.

3.4. Simplified regressogram

In the method above, we are computing more points than necessary.
In particular, we estimate sz points to obtain N, samples of the
emphasis. To simplify it, we can rely on a estimator of the PRNU.
Following our model of the PRNU in (7), but computing the estimator
presented in (11), we obtain

>, x08(x) X, Xong,

+ .

21 X/°%, 21 X[0%;

Then, if L is sufficiently large, we can assume that the term g =
¥, x08(x)/ ¥, x,0%, is close to a constant multiple of the all-ones
vector. Then, we can estimate o, g(x) via the product between the
residuals and the estimated PRNU, applying a simplified version of the
regressogram with only one covariate. This strategy reduces to N, the
number of points to estimate.

In practice, given a set of L residuals in the training stage, we
follow a leave-one-out strategy: we use L — 1 residuals to evaluate (11),
applying zero-meaning and Wiener filtering in the DFT domain to this
estimate [1]. Then, we feed the product between this quantity and the
remaining residual to the 1D regressogram. This method allows us to
gather L products to estimate the function g(x).

We can refine this estimator using an iterative strategy. Let g, be
the output of the regressogram in the method above. The subindex
indicates the iteration number. Then, for m = 1,2, ..., we can evaluate

Kot = Y nx0oW; | Y g (x008,(0). 28)
! !

k = (6, k)o (27)

repeating our leave-one-out strategy to estimate g, ,. We expect the
term Y, g,,(x))0g(x;) / X, 8u(X)0g,,(X;) to be progressively closer to a
constant multiple of the all-ones vector when m grows.

3.5. Assessing the shape of the emphasis

In the following, we estimate the PRNU emphasis from real images
using different versions of the regressogram. As we highlighted at the
beginning of this section, our aim is exploratory; in particular, we have
three goals:

1. confirm that the PRNU emphasis is non-linear,

2. corroborate that the regressogram and the simplified regresso-
gram provide similar results,

3. analyze the typical shape of the emphasis, aiming to propose
parametric estimators.

We consider a database of 16 cameras, mixed from public [27,28]
and private sources, whose details appear in Table 1. For each camera,
we gather 40 images, cropping them to squares of size 2000 x 2000
to make the experiments independent of the native resolution of the
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Fig. 3. Estimated PRNU emphasis. Blue: regressogram (R); red: simplified regressogram (SR); yellow: simplified regressogram, two iterations (S. R. 2 it). The semi-transparent
bands are the 95% Gaussian confidence intervals. Note that, in some cases, the red curve overlaps the yellow line, rendering the latter barely visible.

Table 1

Cameras used in our experiments. Both Dresden [27] and RAISE [28] are public databases.

Camera model Sensor Devices Num. images Database
Canon600D 22.3x 149 mm CMOS 1 241 Own
Canonl1100D 23.2x 147 mm CMOS 3 316/122/216 Own
NikonD60 23.6x 15.8 mm CCD 1 197 Own
NikonD70 23.7%x15.6 mm CCD 2 43/43 Dresden
NikonD70S 23.7%15.6 mm CCD 2 43/47 Dresden
NikonD90 23.6 x 15.8 mm CMOS 1 250 RAISE
NikonD200 23.6x15.8 mm CCD 2 48/43 Dresden
NikonD3000 23.6 X 15.8 mm CCD 1 230 Own
NikonD3200 23.2x 15.4 mm CMOS 1 250 Own
NikonD5100 23.6 x 15.6 mm CMOS 1 250 Own
NikonD7000 23.6 x 15.6 mm CMOS 1 250 RAISE

camera. The cropping point is random. All our images are uncom-
pressed (TIFF), and we use the wavelet-based (WB) denoising algorithm
proposed in [29].

We denoise each color channel independently, converting to
grayscale the result. Although special versions to deal jointly with
the three color channels exist, as the CBM3D [30], we note that non-
positive or non-linear combinations of the pixels of the color channels
violate one of our assumptions about the transfer curve in Section 2.2.
Thus, these methods may provide a different estimated emphasis. We
also apply zero-meaning and Wiener filtering in the DFT domain to the
fingerprint and the remaining residuals, as in [1].

We estimate the PRNU emphasis using the regressogram and the
simplified regressogram with m = 1 and 2 iterations, all of them with
32 bins per dimension. To do so, we sample 15 residuals randomly from
our set of 40 residuals. To compute confidence bands, we repeat the
sampling process 50 times.

The results show that the PRNU emphasis significantly differs from
the linear function assumed by the linear model in (3) (Fig. 3). Also, the
difference between the regressogram and the simplified regressogram
after two iterations is negligible in most cases.

In practice, images are often compressed. Moreover, the wavelet-
based denoising filter is fast, but several studies [31,32] reported that
other denoising algorithms are better at handling the PRNU. Thus,
we also estimate the PRNU emphasis under three different scenarios,

namely (1) JPEG compression with quality factor 90, (2) BM3D denois-
ing [31,33], because different studies report its good performance [8,
32], and 3) using the dual-three complex wavelet transform (DTCWT)
denoising filter [34]: this method accounts for directionality and shift-
invariance [35] and imposes symmetric boundary conditions. We show
the results in Fig. 4; note that we used three cameras, each of them
different from the cameras in Fig. 3. We can see that these operations
preserve the PRNU emphasis. However, the estimates when considering
JPEG compression are noisier than in the uncompressed scenario, as
one would expect due to the extra quantization noise.

We conclude that the regressogram is suitable when the size of
the training images is large. Yet, the performance degrades when the
number of pixels decreases. Next, we exploit the structure of the PRNU
emphasis to circumvent this limitation.

Remark. To estimate the PRNU emphasis, we need enough samples
for each possible bin on the covariate axis. In other words, the denoised
images must span the whole range of pixel intensities. Although natural
images often fulfill this requirement, flat-field images do not; this
is troublesome because the lack of content is known to benefit the
estimation of the PRNU [2]. In practice, however, we may avoid the
problem by ensuring that the dataset contains a sufficient number of
natural images.
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Fig. 4. Estimated PRNU emphasis, considering JPEG compression with quality factor 90 (center) and either BM3D or DTCWT denoising (right). Blue: regressogram (R); red:

simplified regressogram (SR); yellow: simplified regressogram, two iterations (SR 2 it). The

Remark. JPEG compression shapes the power spectrum of the noise,
providing it with a certain structure and introducing artifacts. This
phenomenon contradicts our assumption in (1) about the quantization
noise being negligible. As we will show in Section 4, the phase-only
method by Kang et al. [22] performs comparatively better under mod-
erate JPEG compression. We conjecture that one of the reasons is
because it introduces a whitening step that mitigates compression
artifacts. Also, the larger the compression, the less white the noise, in-
creasing the gap between the method by Kang et al. and the emphasized
estimators.

3.6. Least squares estimation

In some applications we have to deal with small images. Hence, the
estimate of the emphasis may show a large variance. In the following,
we present a method to reduce these fluctuations by introducing some
bias in the estimates.

First, from our exploratory results, we observe that fitting the
emphasis to a dictionary of skewed concave curves is reasonable. Thus,
we can exploit the covariance between the denoising residual and the
estimated PRNU to use a least squares method.

To construct the column vector with dependent variables, denoted
by r, we stack the estimates of the covariance w,oﬁ; as we did with the
simplified regressogram in Section 3.4, we use the products between
the estimate of the PRNU using the leave-one-out approach and the

semi-transparent bands are the 95% Gaussian confidence intervals.

remaining residual. We repeat the same process with the corresponding
covariates, obtaining x. Then, we aim to find the matrix of coefficients
b to minimize

arg min ”r - \Ii(x)bHZ = by = (T®TX) ' T® T, (29)
b

where ¥(x) is a matrix containing skewed concave functions of the en-

tries of x. In this work, we use a Gammatone parametric dictionary [36]

without frequency modulation:

wy(x) = axexp(—2zfx), ¥(x)= [wy, x), ..., wﬂm(X)J, (30)

where y; acts element-wise and a is a normalization parameter. We
can choose f to control the skewness (the larger g, the more skewed the
atom). To add an additional degree of flexibility, we include the inverse
parabola, —x>+255x. We depict an example of this basis in Fig. 5. In this
work, we use only g = 0.003, its reversed version (along the x-axis), and
the inverse parabola. These three functions provide sufficient flexibility
while limiting the number of parameters.

From the figure, we can conclude that the atoms of this dictionary
are correlated. As a result, (1) the singular values of W(x) decay
gradually to zero, and (2) the ratio between the largest and the smallest
singular values is large. These two properties induce instabilities in the
estimator [37]. To mitigate them, we use Tikhonov regularization using
a multiple of the identity as Tikhonov matrix (in other words, we use
ridge regression). That is, we compute

by = (TTOEX) +ADT' T T, (31
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Fig. 5. Gammatone basis, obtained evaluating the expression in (30) using f =
0.003,0.004,0.008, and their reversed versions. The larger 8, the more skewed the atom.
We also included the function —x? +255x after normalizing the amplitude (dashed).

where I is the identity matrix of the proper size. To select 4, we
use Generalized Cross-Validation (GCV) [38]; we consider 200 possible
regularization parameters for the GCV, chosen accordingly to [39].

We can follow the iterative procedure in Section 3.4 to enhance the
estimates. In this case, we consider the inverse parabola, —x* + 255x,
in the first iteration (instead of the linear function), which is closer
to the typical value of the emphasis. Also, to estimate the PRNU, we
can apply the weighting procedure described in Section 2.4. In this
section, we divide each image into 16 blocks to compute and apply the
weights [18].°

3.6.1. Experiments with the LS estimator

We depict in Fig. 6 some examples of the estimated PRNU emphasis
using the least squares method as described above on images of size
512 x 512 pixels. To obtain them, we gather a set of 40 images from the
database in Table 1. Then, we sample uniformly at random 15 images
from the set, repeating this process 50 times to compute the confidence
bands. To ease the comparison, we include the results of the simplified
regressogram (two iterations) using 2000 x 2000 pixels. We use the
Gammatone basis with g = 0.003, its reversed version, and the inverse
parabola (see Fig. 5). Although the number of data points was severely
reduced, the estimate preserves the overall shape of the original PRNU
emphasis while stabilizing the variance.

3.7. Estimating the transfer curve

The last step is to show that a valid transfer curve induces the PRNU
emphasis effect. Although obtaining this function is not necessary to
apply our generalized model in practice, we provide a method to ap-
proximate it in this section, aiming to confirm our previous assumptions
about the shape of the curve.

Note, however, that we make no attempt to provide a robust algo-
rithm to retrieve the transfer curve; rather, we aim to be illustrative. In
practice, computational instabilities may hinder the application of this
technique.

We start from the analytical definition of PRNU emphasis:

() =z (2). (32)
3 We can apply these ideas to the regressograms too, but in the large sample

size regime the improvement is unnoticeable, so we skip them to reduce the
computational burden.
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The output of the denoising filter is x = h(z); thus, to write the
output of the regressogram in terms of quantities we know, the proper
expression is (A~ (x)). Then, we have
dh(y)

dy ly=n1(x)

First, note that by the chain rule, (f~')(x) = 1/f'(f~'(x)). Therefore,
we can rewrite the expression above as

gy =h"(x) (33)

o h=1(x) dlog h~'(x) 1
1 — —
SN = G & g () ©9
Integrating both sides, we obtain
B (x) = (/X;d +c>. (35)
=)y zmion @

We can evaluate the integral numerically using quadrature meth-
ods [41]. In practice, we add a small quantity to g(h~'(x)) to avoid
the division by zero.

To account for the boundary conditions, we rely on our definition
of transfer curve. First, since we assumed that the transfer curve was
strictly monotonic, the inverse function hA~! exists. Moreover, we as-
sumed A(0) = 0 and A(1) = 1; from the definition of inverse, we observe
that ~~1(0) = 0 and A~'(1) = 1. However, enforcing the first condition
leads to an initial value problem without solution because log(0) is
undefined. To overcome this limitation, we restrict our attention to the
interval [e, 1]; we also set h~!(¢) = ¢, with e equal to a small value.
Therefore, solving the equation, we obtain C = loge.

To impose the condition 2~!(1) = 1, we normalize directly the result
of the differential equation. Thus, the final expression is

exp (/' 1/8(h"' () dy +loge)

)~ 1 )
exp (fe 1/g(h_1()’))dy+loge)

(36)

Plotting x against 2~'(x) provides the graph of h(x).

3.7.1. Experimental evaluation

In this section, we aim to verify the method to recover the transfer
curve. In all cases, we compute the integral of 1/(g(h~'(x)) + 107%) to
avoid instabilities.

To validate the feasibility and assess the accuracy of the method, we
compute the PRNU emphasis for the transfer curves shown in Fig. 1.
Then, we apply the recovery algorithm in Section 3.7. As we depict in
Fig. 7 (left), the results are reasonable. We believe that the source of
the discrepancy is the small quantity we are adding in the denominator
to avoid computational instabilities. Note that the axes are in natural
units as opposed to the curves shown in Fig. 1.

Now, we compute the transfer curves for some of our PRNU em-
phases in Figs. 3—-4 following the same procedure (Fig. 7, right). To
show these results, we are setting manually the first value of the
curves to zero because the value of ¢ was relatively large. We also
interpolate the PRNU emphasis to five times the sampling density.
From the results, we can conclude that they are strictly monotonically
increasing functions, thus confirming the assumption in Section 2.2.

4. Empirical results

In this section, we show the performance of the emphasis in a
SCA scenario with cropped images, following the method presented in
Section 2.5. In particular, given a test image, we repeat our detection
process with each camera from the database. For practical purposes,
the test image is always taken with one of these cameras; that is, there
is always a correct match.

First, we overview the experimental setup. We build upon this
section to provide a detailed explanation about the effects of model
misspecification. Finally, we conduct some experiments and discuss the
results. We also include an evaluation of the computational complexity
of our method.
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pixels. The semi-transparent bands are the 95% Gaussian confidence intervals.
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4.1. Experimental setup

Regarding the experimental setup, we use the same database as in
Section 3.5, but excluding four cameras, the NikonD70/S, because we
observed spurious correlations between them in the cropped case. We
believe this effect is related to the discrimination problems discussed
in [27].

As we did in Section 3.5, for each camera, we gather 40 images,
cropping them to squares of size 2000 x 2000 to make the experiments
independent of the native resolution of the camera. This cropping point
is random, but constant for all the images from the same camera. We
denoise each color channel independently, converting to grayscale the
result. We use 15 images of each camera in the training split to estimate
both the emphasis and the PRNU.

To estimate the PRNU, that is, to obtain K, we consider:

1. The estimator in (10), but assuming that the multiplicative factor
is x, that is, the weighted version of the MLE in [7], which
works as a baseline. We label this method as “BL”. Although the

method presented in [5] uses the original image instead of the
denoised image, the performance is almost identical.

2. The emphasized estimator presented in (10) using the estimated
emphasis, which is labeled as “EE”. Most simulations rely on the
simplified regressogram (with two iterations, i.e., m = 2) and
N, = 32 bins, but in Section 4.4 we use the least squares method.

3. Our emphasized estimator in (10), but using the inverse
parabola, gr(x) = —x24255x, as a “fixed emphasis function”. This
method is less time-consuming and, given the similarity of the
emphasis with an inverted parabola, it is expected to outperform
the baseline. We label this method as “FE”.

4. The weighted average of the residuals (WA), as proposed in [18].
As we will show in Section 4.2, it should perform better than
the classical MLE (11), because no scaling factor distorts the fin-
gerprint spatially. Yet, the emphasized methods should provide
better results.

In all cases, we apply the weighting procedure described in Sec-
tion 2.4 using 16 blocks for each image [18]. We observed that some
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blocks, mainly those belonging to saturated regions, have small vari-
ance, but they carry almost no information about the PRNU. Thus, we
trim to 0 any normalized weight greater than 0.5; we also re-normalize
again the result after this operation. When considering estimators
whose weights are constant, for instance the method in (11), we will
label them as unweighted (UW).

We apply zero-meaning and Wiener filtering in the DFT domain
to the estimated PRNU from each method, as in [1]. We use the
remaining 25 images in the testing split, cropping them to squares of
size 512 x 512 pixels (in this case, the cropping point varies among
different images). We randomly choose 50 cropping points for each test
image. Following the mainstream algorithm in Section 2.5, we need to
estimate these cropping points before addressing the detection process.

As a result, we have 1250 samples under H; and 13750 samples
under H for each camera. For the 12 cameras in our database, we have
15000 samples under H; and 165000 under H,.

As we argued in Section 2.5, our test statistic is the signed PCE [12,
42], because it remains the most popular similarity metric [8]. We
set the length of the side of the small square region surrounding the
position of the peak, A, to 11; thus, |A| in (20) is 11 x 11. We label a
sample as “positive” (that is, as H,) whenever its signed PCE is above
a given threshold.

As a performance measure, we provide modified receiver operating
characteristic (ROC) curves. These curves depict the True Positive Rate
(TPR) averaged over the 12 cameras for a fixed False Positive Rate
(FPR); yet, they are upper bounded by the probability of finding the
correct cropping point [43,44]. To obtain these curves, we label as H|,
the samples in which the position of the peak of the NCC differs from
the cropping point. To show the performance for low FPRs, we set the
x-axis in logarithmic scale.

4.2. Model misspecification

Before detailing the empirical results, we briefly discuss the effects
of model misspecification in the experimental setup above. For simplic-
ity, we focus on uncompressed images and wavelet-based denoising.
In a nutshell, we argue that using the baseline (or its unweighted
equivalent in [5]) makes the spatial distribution of the variance of
the estimated PRNU more heterogeneous. This effect modifies the
variance of the cross-correlation under each shift, which hinders both
the estimation of the cropping point and the computation of the signed
PCE in (20).

To formalize this argument, we use the local variance [45] of the
estimated PRNU. Given the fingerprint in matrix form, K € RV*M | we
can estimate the local variance in a neighborhood of radius N, as

N N

g g

2 _ 1 < T 2
(Shn = N, + 12 -1 ,-:Z:‘Vg ,-z:‘vg([K]'"f""f’ Ml &7
where
1 Ng Ng
M, , = —— Kl i (38)
T ,-E‘vg,-;Ng[ (-

is the local average of the estimated PRNU for the entry in position
(m, n). On the boundaries, we apply the symmetric extension.

As already pointed out in [1], assuming that the model is correct,
the variance of the fingerprint should be inversely proportional to
>, f(xpof(x)), where f(x) may be the estimated emphasis, the fixed
emphasis, or the linear function in the classical multiplicative model.

To conduct a deeper analysis, we compute the local variance of
some of the estimates of the PRNU in the setup of Section 4.1. We show
the results in Fig. 8, jointly with their histograms, after normalizing
each fingerprint by its global standard deviation and multiplying by the
size of the local window minus one (in our case, 80, because N, = 4).
For simplicity, we considered the unweighted scenario. Ideally, the
variance of the PRNU should be as flat as possible; thus, we want

10
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these histograms to resemble a 2 distribution with as many degrees
of freedom as the size of the local window minus one (that is, 80).

From the results, we can conclude that the variance of the PRNU
is far from being spatially flat. Moreover, for the baseline the tails are
heavier than for the emphasized estimators. We argue that the cause is
an artifact of model misspecification.

To provide an example, let us assume that among the 15 images used
to extract the PRNU, some of them present highly illuminated regions.
In these regions, the pixels of the denoised image take large values, but
the denoising residual is almost zero. Thus, when applying the estima-
tor in (11), we are adding a very large term in the denominator, which
has no corresponding term in the numerator. Therefore, the variance
decreases in this region of the fingerprint. That is, this phenomenon
creates areas of the estimated PRNU where the local variance is smaller
than in the remaining parts of the fingerprint, increasing the weight in
the left tail.

To see how this effect translates into the estimation of the cropping
point, we analyze the spatial distribution of the peak of the NCC.
Under H,, this variable should match the cropping point, which in
our experiments was uniformly distributed. To avoid clutter, we focus
on the errors, that is, the case when the position of the maximum
of the NCC differs from the cropping point. We depict in Fig. 9 the
position of these peaks of the NCC under H, for two cameras, the
Canon1100D D3 and the NikonD7000, using the baseline method to
estimate the PRNU. Contrary to our expectation, these points do not
follow a uniform distribution.

We also depict the local variance of the estimated PRNU (smoothed
with a Gaussian kernel to reduce the variance of the estimates and
highlight the trends of the surface), with N, = 4, to show the cor-
respondence between both variables: when the local variance of the
image increases, the chance of finding an incorrect peak of the NCC
also increases.

We interpret these results as follows. In the cropping scenario, we
need to find the maximum of the NCC over all the possible alignments.
In this vein, regions with larger local variance are more likely to
induce larger correlation values, even larger than the correlation for the
correct alignment. As a result, these regions are more prone to generate
errors.

Regarding the distribution of the signed PCE, we focus on the
case when the test image was taken with a different device than
the estimated fingerprint, i.e., we consider H,,. Also, we work with
the CCN presented in (21) [22], because the resulting distributions
are simpler and the conversion between this quantity and the signed
PCE is straightforward. First, note that our argument in the previous
paragraph still holds under H: most of the estimated cropping points
lie in regions of the estimated PRNU with a large variance. Thus,
in most cases, the denominator of the CCN is smaller than the true
standard deviation of the maximum of the NCC. As a result, the random
variable is not the maximum of a set of standardized Gaussians; instead,
it is shifted to the right, which increases the probability of false alarm.

We provide some examples from the H,, samples in our experimen-
tal setup with weighted estimators in Fig. 10. We also provide the
maximum of a set of standardized Gaussians: in our setup, we can
compute the probability density function (pdf) using

Po(x) = 0 p(x) ()",

where ¢(x) is the Gaussian pdf, @(x) is the Gaussian cumulative distri-
bution function (cdf), and 6 is the number of standardized Gaussians
competing for the maximum. In our case, § = (2000 — 512 + 1)2. We
observe that this effect is more evident for the fingerprint estimated
using the baseline method, as expected from our argument above.

Then, the PRNUs estimated using any of the emphases should
provide better results than the baseline in the SCA problem. Note that
these effects are deeply connected with the leakage problem we studied
and reported in our previous work [46,47]. In the following sections,
we test this conjecture experimentally.

(39
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Fig. 8. Local variance of the estimated PRNU using (11) (left), and using (10) with the estimated emphasis (center-left), and the fixed emphasis (center-right). In the rightmost
place, we show the histograms, including the probability density function (pdf) of a x> with 80 degrees of freedom. The rows correspond, from top to bottom, to the NikonD60,
the NikonD7000, the Canon1100D D3, and the NikonD200 D1.
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Fig. 9. Position of the peak of the cross-correlation (red circles) when it differs from the true cropping point, jointly with a smoothed surface representing the local variance of
k using the estimator in (11).

4.3. Uncompressed images and wavelet-based denoising filter the estimated emphasis provides slightly better results than the fixed
emphasis. We note that applying the weighting procedure improves the
We show the results for uncompressed images and the wavelet- results using the emphasized estimators, but decreases the TPR of the
based denoising filter, using the estimators we presented in Section 4.1. baseline, which is in line with our discussion in Section 2.4.
We also consider the unweighted versions of the baseline and the We provide the individual TPRs for a FPR of 10~3 in Table 2 for
emphasized methods to verify our argument in Section 2.4 (Fig. 11, the WA, the baseline, and the EE methods. The estimated emphasis
left). provides the best results for almost every camera in our database. In
As we expected, the emphasized estimators outperform the baseline some cases, using the WA leads to better results. For the NikonD5100
method. The WA also performs better than the baseline. Moreover, and the NikonD3200, we argue that they are extreme cases with
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Fig. 10. Distribution of the CCN under H, for 12 of the cameras in our dataset, jointly with the theoretical distribution of the maximum of a set of Gaussians. The shift effect is
more apparent using the baseline method (multiplicative model) than using the emphasized estimator.

Table 2

TPR for a fixed FPR of 10~3 using the wavelet-based denoising filter and uncompressed
images. “EE” stands for estimated emphasis. The highest TPR for each camera is written
in bold type.

Camera model WA EE Baseline
Canon600D 1.000 1.000 1.000
Canon1100D D1 0.682 0.718 0.307
Canonl1100D D2 0.710 0.714 0.440
Canonl1100D D3 0.894 0.896 0.444
NikonD60 0.663 0.698 0.458
NikonD90 0.682 0.685 0.598
NikonD200 D1 0.915 0.906 0.837
NikonD200 D2 0.963 0.968 0.941
NikonD3000 0.735 0.738 0.731
NikonD3200 1.000 0.998 0.871
NikonD5100 0.320 0.316 0.098
NikonD7000 0.620 0.758 0.434

very high/very low SNR, respectively. The NikonD200 D1 deserves,
however, special consideration. For this camera, most errors appear in
particular training sets, where images are textured and the estimated
fingerprint is very noisy. Since we rely on the estimated fingerprint
to estimate the emphasis, the result is noisy too, which increases the
number of missed detections.

4.4. Estimated emphasis via least squares

To check the accuracy of the least squares method presented in
Section 3.6, we repeat the simulations above with this algorithm. As
described in Section 3.6, we consider two iterations, using the fixed
emphasis in the first iteration instead of the linear function. Also, when
estimating the PRNU, we apply the weighting procedure described in
Section 2.4. We divide each image into 16 blocks to compute and apply
the weights. For the basis, we consider again f = 0.003, its reversed
version (along the x-axis), and the inverse parabola.
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To test the method in a challenging setup, we estimate the emphasis
using only a cropped region of the training images of size 512 x 512.
The remaining parameters are unaltered. The results show that the
least squares method is superior to the fixed emphasis (Fig. 11, right),
performing almost as well as our simplified regressogram despite using
far less samples.

4.5. Experiments with different denoisers

We also present the results for uncompressed images using the
BM3D and the DTCWT denoising filters (Fig. 12). We focus on the
weighted scenario. We observe the same trend: the emphasized esti-
mators outperform both the WA and the baseline. In any case, the TPR
increases for all methods, which is in line with other studies [8,32].

4.6. Li’s enhancers and phase only method

To contextualize the PRNU emphasis within the PRNU literature,
we compare it with two different techniques. First, we show that it
improves an already existing method: Li’s enhancers [11], in particular
the “Model 3”, which has been exhaustively studied. Second, we test
the results using the PRNU emphasis against the “phase only” method
by Kang et al. [22], which is incompatible with our proposal but
provides competitive results in the aligned case [8].

Regarding Li’s enhancers, the different models are compatible with
the PRNU emphasis. Then, we can apply them together (Fig. 13).
Introducing the PRNU emphasis improves the performance of the en-
hancer. However, in line with previous studies [8,22], using the Model
3 degrades the performance of the detector.

On the other hand, the phase-only method [22] is agnostic to the
denoised image and thus it is incompatible with the PRNU emphasis.
Then, we compare the performance of this method with the results from
our emphasis (Fig. 13, right). Our emphasized estimators outperform
the phase-only approach for uncompressed images.
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Fig. 11. Modified ROCs considering uncompressed images and wavelet-based denoising. “BL” and “UW” stand for baseline and unweighted, respectively. (Left) Results using the
simplified regressogram with two iterations. (Right) Results using the least squares method with images of size 512 x 512 pixels.
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Fig. 13. Modified ROCs considering uncompressed images and wavelet-based denoising. “FE” stands for “fixed emphasis”, while “EE” stands
Considering the Model 3 by Li [11], labeled as “M3”. (Right) Including the phase only method proposed by Kang et al. [22].

Nevertheless, the advantage of using only the phase is more evident
when considering JPEG compression [22]. In the next section, we test
that scenario.

4.7. JPEG compression

We repeat the experiments above considering WB denoising and
JPEG-compressed images with Quality Factor (QF) 90. The results
show (Fig. 14, left) that using the emphasized estimators improves
the average TPR with respect to the baseline method. Given the low
TPR, results may be deemed unrepresentative. Thus, we also repeat the
experiments with 55 images in the training set. Since we have less than
50 images for the two NikonD200s, we skip these devices. In any case,
the same pattern remains, as depicted in Fig. 15. The results using a
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quality factor of 98 and 15 images in the training split (Fig. 14, right)
show a similar trend.

Although with quality factor 98 the emphasized estimators outper-
form the phase-only approach, the situation is reversed with quality
factor 90. We believe that the method by Kang et al. mitigates the
blocking artifacts [48], which is beneficial because they tend to alter
the local variance [49]. As we argued in Section 4.2, there is a connec-
tion between the local variance, the process to find the cropping point,
and the computation of the signed PCE. Thus, when the quality factor
decreases, the phase-only method seems to outperforms the emphasized
methods. When the quality factor increases, the severity of this effect
decreases. Then, in the high quality factor scenario, our estimators
outperform the method by Kang et al.; one of the reasons may be that
retaining only the phase removes some PRNU traces. In any case, we
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Fig. 14. Modified ROCs considering JPEG compressed images and the wavelet-based denoising filter. We include the method by Kang et al. [22], labeled as “Phase only”. (Left)

Quality factor 90. (Right) Quality factor 98.
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Fig. 15. Modified ROCs considering JPEG compressed images with quality factor 90
and the wavelet based denoising filter. To raise the TPR, we used 55 images in the
training split. We include the method by Kang et al. [22], labeled as “Phase only”.

note that the techniques presented in this paper provide a remarkable
improvement over the multiplicative model.

Considering either the spatial variance of the noise to estimate the
PRNU or different spectral equalization strategies [42] might improve
our results.

4.8. Computational complexity

In this subsection, we assess the computational complexity of our
method.

Assume we have L images of size N x M. The computational
complexity of estimating the PRNU emphasis using the vanilla sim-
plified regressogram (without improvements like computing the local
variance) is:

+ Computing the L fingerprints using L—1 residuals: 2(L—1)LN M +
1 products, therefore O(L2N M).

» Computing the L pairs of fingerprint-residual products: LN M
products, therefore O(LN M).

» Computing the L regressograms: L — 1 linear time sortings, there-
fore O(LM N).

Evaluating the PRNU emphasis is equivalent to evaluating a look-up
table; therefore, it has unit complexity.

5. Conclusion

Throughout this paper, we have shown that the transfer curve, that
is, the composition of the camera response function with the digital
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preprocessing pipeline, induces an emphasis function in the denoising
residuals. This emphasis function leads to a new method to estimate
the PRNU, which also accounts for the variance of each residual. We
have also described different estimators to implement the emphasis in
practice. Our results indicate that this curve considerably deviates from
the linear function assumed by the multiplicative model. Aiming to be
illustrative, we also introduced a method to approximate the transfer
curve from the PRNU emphasis, which shows that the result is more
complex than a gamma curve.

To test our model, we addressed a SCA problem, with different
denoising filters and different levels of JPEG compression. The results
show that including the PRNU emphasis provides the highest average
TPR for the cameras and the methods we tested, except when dealing
with JPEG compression (unless the quality factor is very high), where
the method by Kang et al. [22] provides better results. We also showed
that using an inverted parabola as fixed emphasis is a competitive
option.

As a side note, to estimate the PRNU emphasis we need enough
data for each possible pixel intensity. Flat-field images, which are often
preferred in practice, may lack this property. Thus, to estimate the
emphasis, it may be beneficial to acquire some natural images from the
camera under study, alongside the flat-field images used to estimate the
fingerprint. Another option is resorting to the fixed emphasis.

We are investigating several extensions to this work. First, we plan
to provide a method to account for the local variance of the PRNU;
doing so should boost the results given our discussion in Section 4.2.
Furthermore, this might reduce the leakage of the estimated finger-
print [46,47] and help in the detection of local forgeries and manip-
ulations. Second, some work is necessary in the mathematical front to
incorporate formally the PRNU emphasis and the weighting approach
under our new model. This line of work should improve the perfor-
mance of the detector in both the aligned and the unaligned setups.
Finally, we are also considering the application of the emphasis with
different PRNU representations, as the “significant components only”
method by Hu et al. [50], and its possible impact on the conversion
from RGB to grayscale, including the interplay with CFA arrays [51].
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Appendix. Multiplicative model and transfer curve

In this appendix, we provide a result relating the models in (3) and
.

Proposition 1. Let x =
function can be written as

h(z). Then, the output of the camera response

y=x(1+ck)+0(ci k), (A1)

for some real constant ¢ if and only if h(z) = ¢,z" for some real positive
constants ¢; and y.

To prove the “if” part, replace A(z) = ¢;z" in (7). The “only if” part
follows from solving the following equation

h(z)(1 4+ ck) = h(z) + zh’(z)cl k = ¢ = zh (2)/h(2).

Rewriting as #/(z)/h(z) = ¢,/z and integrating, we obtain log(h(z)) =
¢, log(z) + ¢35 thus, h(z) = €% z°2.
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