
Título
Subtítulo

June 17th, 2026

Beyond Non-Unique Artifacts: 
SVD-Based PRNU Recovery for 
Samsung Device Identification

David Vázquez-Padín and Fernando 
Pérez-González

dvazquez@gts.uvigo.es

mailto:dvazquez@gts.uvigo.es


Recap: PRNU-based Source Camera Verification
Sensor I/O model

[Lukáš et al., 2005] Single channel: 

Forensic Verification

Final Decision: 

In practice: 

Binary Hypothesis Test

:        does not contain the PRNU 

:        contains the PRNU

Fingerprint Estimation

[Chen et al., 2008] From     images:

 

Test Statistic

[Goljan et al., 2009] Peak-to-Correlation Energy (PCE):

where:

Normalized Cross-Correlation: 

 

PRNUOutput

Input

Noise Residue Extraction

Using [Mihcak et al., 1999]:

AI-generated illustration (Google NotebookLM)



Where it all started: 2021-2022

2021

2021

2022



1st Experiment: S10 (Global variant) vs. all Dataset Details

Reference:
● Global Variant:

○ S10 (SM-G973F):                  flatfield images

Test:
● USA Variants:

○ S9 (SM-G960U), S9+ (SM-G965U),
S10 (SM-G973U), S10+ (SM-G975U)
[Iuliani et al., 2021], [Bhat and Bianchi, 2022]

● Global Variants: 
○ S9 (SM-G960F), S9+ (SM-G965F),

S10 (SM-G973F), S10+ (SM-G975F)
[Albisani et al., 2021], [Baracchi et al., 2023]

Fingerprint Collisions Analysis

USA Variants Global Variants



1st Experiment: S10 (Global variant) vs. all Metadata Analysis:
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1st Experiment: S10 (Global variant) vs. all Metadata Analysis: discarding MFP images

Fingerprint Collisions Analysis

USA Variants Global Variants USA Variants Global Variants



Exynos NUAs are uncorrelated with Snapdragon NUAs:1st Experiment: S10 (Global variant) vs. all

Fingerprint Collisions Analysis

USA Variants Global Variants USA Variants Global Variants



2nd Experiment: 2 units per A Series model1st Experiment: S10 (Global variant) vs. all
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1st Experiment: S10 (Global variant) vs. all

Fingerprint Collisions Analysis

USA Variants Global Variants

2nd Experiment: 2 units per A Series model



Possible Origin of Exynos-based NUAs

S10 (SM-G973F)

Periodicities in the autocorrelation of     suggest 
block-based processing 1



Possible Origin of Exynos-based NUAs

Block-wise NCC map

Spatially uniform regions exhibit higher 
correlation with

S10 (SM-G973F)

Periodicities in the autocorrelation of     suggest 
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Possible Origin of Exynos-based NUAs

Block-wise NCC map

Spatially uniform regions exhibit higher 
correlation with

S10 (SM-G973F)

Periodicities in the autocorrelation of     suggest 
block-based processing

PRO mode generates raw DNG images 
whose residues do not exhibit NUAs.

DNG

1

2
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Possible Origin of Exynos-based NUAs

Block-wise NCC map

Ordered dithering during bit-depth 
reduction (16 bit RAW to 8 bit JPEG) 
to suppress color banding artifacts.

Spatially uniform regions exhibit higher 
correlation with

S10 (SM-G973F)

Periodicities in the autocorrelation of     suggest 
block-based processing

PRO mode generates raw DNG images 
whose residues do not exhibit NUAs.

DNG

1

2

3Exynos 
ISP?
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2022

Samsung Image Artifacts: Exynos ISP NUAs

2018 2019 2020 2021 2023 2024 2025 2026

1
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2022

Samsung Image Artifacts: Exynos ISP NUAs

2018 2019 2020 2021 2023 2024 2025 2026

1

2

3

4

5

6

(only HDR images)

S9 S10 S20 S21

6†

A33 5G A25 5G

A51 5G S22 Ultra
vivo X60

A53 5G A54 5G A35 5G A26 5G

S24 A56 5G S26



Does the Sensor Fingerprint Survive ISP Processing?
Single-Device Experiment: S10 (SM-G973F)

Reference:
●                    flatfield JPEG images 

(Photo mode)
●                           flatfield DNG images 

(PRO mode)

Test:
● Wide sensor: 71 JPEG images (Photo 
mode)

● Telephoto sensor: 41 JPEG images 
(Photo mode)



Does the Sensor Fingerprint Survive ISP Processing?
Single-Device Experiment: S10 (SM-G973F)

Reference:
●                    flatfield JPEG images 

(Photo mode)
●                           flatfield DNG images 

(PRO mode)

Test:
● Wide sensor: 71 JPEG images (Photo 
mode)

● Telephoto sensor: 41 JPEG images 
(Photo mode)

     fails to discriminate between 
wide and telephoto sensors of 
the exact same S10 device



Does the Sensor Fingerprint Survive ISP Processing?
Single-Device Experiment: S10 (SM-G973F)

Reference:
●                    flatfield JPEG images 

(Photo mode)
●                           flatfield DNG images 

(PRO mode)

Test:
● Wide sensor: 71 JPEG images (Photo 
mode)

● Telephoto sensor: 41 JPEG images 
(Photo mode)

     fails to discriminate between 
wide and telephoto sensors of 
the exact same S10 device

Sensor discrimination 
is restored



Does the Sensor Fingerprint Survive ISP Processing?
Single-Device Experiment: S10 (SM-G973F)

Reference:
●                    flatfield JPEG images 

(Photo mode)
●                           flatfield DNG images 

(PRO mode)

Test:
● Wide sensor: 71 JPEG images (Photo 
mode)

● Telephoto sensor: 41 JPEG images 
(Photo mode)

     fails to discriminate between 
wide and telephoto sensors of 
the exact same S10 device

Sensor discrimination 
is restored

MFP/HDR processing prevents 
perfect detection
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SVD-Based PRNU Recovery: Subspace Separation
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SVD-Based PRNU Recovery: Subspace Separation
    Assumed Model

1

Singular Value Decomposition

Scree Plot
NUAs

Subspace

PRNU + Noise
Subspace



SVD-Based PRNU Recovery: Algorithm

Null the singular values 
associated with the dominant 
NUA subspace

3

Stack patches into observation matrix 1

Singular Value 
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SVD-Based PRNU Recovery: Algorithm

Subspace-Filtered 
reconstruction

4

Unstack and remap 5

Stack patches into observation matrix 1

Singular Value 
Decomposition

2
Null the singular values 
associated with the dominant 
NUA subspace

3



SVD-Based PRNU Recovery: Algorithm

                  patch stacking into matrix 

SVD 2

NUAs removal:3

Reconstruction with 4

5

1

Unstack and remap to original position 



SVD-Based PRNU Recovery: Algorithm

                  patch stacking into matrix 

SVD 2

NUAs removal:3

Reconstruction with 4

5

1

Unstack and remap to original position 

(From RAW Images)



Multiple-Device Experiment

Reference:
● S9
● S9+
● S10

Test:
● 2x S9
● 2x S9+
● 3x S10
● 1x S10+
● 1x S20

Experimental Results: Pattern 1

● S10* (wide)
● S10* (telephoto)
● S10+

● 1x S20+
● 1x Note9
● 1x Note10 Lite
● 1x Note10
● 1x Note10+

S9 (SM-G960F) S9+ (SM-G965F) S10 (SM-G973F)

S10* (telephoto) S10+ (SM-G975F)S10* (wide)
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N

o 
H

DR
H

DR

(0, 0)

(5, 3)

(5, -3)



[A
lb

is
an

i e
t a

l.,
 2

02
1]

 P
rn

uM
od

er
nD

ev
ic

es
t (

CC
 B

Y-
SA

 4
.0

)
[A

lb
is

an
i e

t a
l.,

 2
02

1]
 P

rn
uM

od
er

nD
ev

ic
es

t (
CC

 B
Y-

SA
 4

.0
)

HDR Synchronization: Using NUAs as a Tracking Grid
N

o 
H

DR
H

DR

(0, 0)

   
   

   
   

   
   

 H
DR

 - 
N

CC
 m

ap

(5, 3)

(5, -3)

[Baracchi et al., 2023] FloreView Dataset (CC BY-SA 4.0)
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HDR Synchronization: Using NUAs as a Tracking Grid
N

o 
H

DR
H

DR

(0, 0)

                   block processing (                 )

      HDR-Aware Fingerprint

NUAs

      Translation Parameters2

3

1

(5, 3)

(5, -3)

[Baracchi et al., 2023] FloreView Dataset (CC BY-SA 4.0)



[Baracchi et al., 2023] FloreView Dataset (CC BY-SA 4.0)
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[Baracchi et al., 2023] FloreView Dataset (CC BY-SA 4.0)
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HDR Synchronization: Using NUAs as a Tracking Grid
N

o 
H

DR
H

DR

(0, 0)

Highly textured 
regions      low PCE

Vector field      global 
downscaling

Aligned regions

(5, 3)

(5, -3)



Multiple-Device Experiment

Reference:
● S9
● S9+
● S10

Test:
● 2x S9
● 2x S9+
● 3x S10
● 1x S10+
● 1x S20

Experimental Results: Pattern      (w/ HDR synchronization)1

● S10* (wide)
● S10* (telephoto)
● S10+
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Multiple-Device Experiment

Reference:
● S9
● S9+
● S10

Test:
● 2x S9
● 2x S9+
● 3x S10
● 1x S10+
● 1x S20

Experimental Results: Pattern      (w/ HDR synchronization)1

● S10* (wide)
● S10* (telephoto)
● S10+

● 1x S20+
● 1x Note9
● 1x Note10 Lite
● 1x Note10
● 1x Note10+

S9 (SM-G960F) S9+ (SM-G965F) S10 (SM-G973F)

S10* (telephoto) S10+ (SM-G975F)S10* (wide)
w/o HDR synchronization w/   HDR synchronization

TPR-FPR performance matrices at the standard threshold 𝜏 = 60



Analysis of other NUA patterns: Pattern 6†
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Analysis of other NUA patterns: Pattern 6†

Multiple-Device Experiment
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Test:
● 3x S24

Details:
● Default (JPEG) Resolution:
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● Raw (DNG) Resolution:
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Similar Performance for       -    -   2 5
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Analysis of other NUA patterns: Pattern 6†

Multiple-Device Experiment

Reference:
●
●

Test:
● 3x S24

Details:
● Default (JPEG) Resolution:

○ 3000 ⨯ 4000
● Raw (DNG) Resolution:

○ 3060 ⨯ 4080

0.9803    0.0000   -0.9207
0.0001    0.9791    3.8936
0         0         1.0000

Similar Performance for       -    -   2 5

(From RAW Images)

3060 ⨯ 4080

3000 ⨯ 4000
Raw + JPEG: affine transformation

Some 
hope?



Unlike Apple, Samsung does not introduce correlated artifacts in bokeh regions:
● Samsung bokeh ≠ source of false positives
● Bokeh weakens PRNU     mask bokeh areas when possible

Portrait Mode Images: Bokeh Analysis

Samsung Portrait   Block-wise NCC map Apple Portrait   Block-wise NCC map
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Unlike Apple, Samsung does not introduce correlated artifacts in bokeh regions:
● Samsung bokeh ≠ source of false positives
● Bokeh weakens PRNU     mask bokeh areas when possible

Portrait Mode Images: Bokeh Analysis

Samsung Portrait   Block-wise NCC map Samsung Pre-bokeh   Block-wise NCC map
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Conclusions and Future Work

Solved Case: Pattern

✔ SVD subspace 
separation successfully 
decouples the PRNU from 
ISP-based NUAs

✔ NUA suppression 
restores PRNU verification
✔ HDR-aware 
synchronization boosts 
performance

Unsolved Cases: 

⁉ Newer Exynos 
generations with NPUs 
exhibit increasingly 
complex NUAs

⁉ SVD subspace 
separation yields limited 
effectiveness
⁉ Resizing is applied in 
default photo mode

Key Forensic Takeaways:

🔑 The PRNU uniqueness 
assumption must be 
validated against modern 
ISP pipelines

🔑 PRNU persists in 
default photo mode
🔑 PRNU persistence 
motivates unified NUA 
mitigation methods

1
2 3 4
5 6 6†
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