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Recap: PRNU-based Source Camera Verification

Sensor I/0 model fheBRNUEnoernt Binary Hypothesis Test

The Sensor Fingerprint:
s v . PRNU is a unique, permanent noise pattern .

[Lukas et al., 2005] Single channel: cassed by by el vaifactond o ! Ho: W does not contain the PRNU K

Inherent Uniqueness:

Like a human fingerprint, PRNU is unique

B A e H1: W contains the PRNU K

The 3-Step Identification Process

O Ut pUt P RN U s 1. Fingerprint Estimation Fingerprint Estimation
e o

[Chen et al., 2008] From [, images:

L L o=
K_<ZWIOY1)O<ZYIOYI>
=1 =1

Noise Residue Extraction

Using [Mihcak et al., 1999]: V o ‘
= e
W = Y - F(Y) é.Nuingesidue
xtraction . -
S Test Statistic
- [Goljan et al., 2009] Peak-to-Correlation Energy (PCE):

Forensic Verification

2 W—IN])-(p(0,0) (W, KoY))?
PCE(W,K oY) 2 _IWZIND-(e(0.0)(WKoY))"_
Final Decision: ( ) > (s1,52)€8\W (P(s1,59) (W, KOY)2

where:

A Hi T -
PCE(W,KoY) > r Plonsa) (A, B) 2

Ho

Ei,j (Aw _A>'(Bl+-<1 J+se ™ B )
(Eu (Aij _A>2 Z,,._, (Bi+-<1 2J+sg _B)lz)%

3. Forensic Verification

In practice: 7 = () Conpareatest mage's esdue

i e IS
Conparea et nege s Normalized Cross-Correlation: p(A.B) = p o) (A, B)
Peak-to-Correlation Energy (PCE).

Al-generated illustration (Google NotebookLM)
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Where it all started: 2021-2022

A Leak in PRNU Based Source J CHECKING PRNU USABILITY ON MODERN DEVICES
/ o F
Identification—Questioning Fmgerprmf € bt e i . e (2021
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Fingerprint Collisions Analysis

15 Experiment: S10 (Global variant) vs. all ~ Dataset Details
10° Reference:
E ZIS:LaI [ g i e Global Variant:
10*1|= = PCE=60 8 i - o $10(sM-G973F): L = 20 flatfield images

Test:
e USA Variants:

o S9 (SM-G960U), S9+ (SM-G965U),
S10 (sM-G973U), S10+ (SM-G975U)
[luliani et al., 2021], [Bhat and Bianchi, 2022]

102_

100 ¢

(5[] T T
I

PCE
B [T |
=

102} e Global Variants:
BE O @O
i o S9 (SM-G960F), S9+ (SM-G965F),
10 . , . , , , , ‘ S10 (sM-G973F), S10+ (SM-G975F)
[S9  S9+ S10 S10+] [S9  S9+ S10 S10+] [Albisani et al., 2021], [Baracchi et al., 2023]

USA Variants /Samsung Device Version — Global Variants
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Fingerprint Collisions Analysis

15t Experiment: S10 (Global variant) vs. all  Metadata Analysis:
10° ' ' 10° ;
o USA - o USA i
|| © Globa A | = Globa A g i I
10*f |= = pPCE=60 H 10 |= = PCE=60 oo ¥
- O MFP -
TV s e g e e o _E

100 + 100 |

L
(5[] T T
I

10-2 3 10'2 -

PCE
(] |
£ B |
(] [T |
E T
]
PCE
(I T —
B B
(] (7 TN |
E  CHmmmm——" T
O
B EEa

107 107+

[SO S9+ S10 S10+| [S9 S9+ S10 S10+]
USA Variants /Samsung Device Version' ~ Global Variants

[S9 S9+ S10 S10+| [S9 S9+ S10 S10+]
USA Variants /Samsung Device Version — Global Variants
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Fingerprint Collisions Analysis

1%t Experiment: S10 (Global variant) vs. all  Metadata Analysis: discarding MFP images

10° S s St s 10°
0o USA — o USA el
. o Global 5 E : . o Global g £ !
10" [ |= = PCE =60 t? % 107 F |= = PCE=60 L] % =
0% g e b S =B 10 e s e e e e
g 10}

1072 10 § @
@
1074 : : : : : : : : 107+ : : : : : : : :
[S9 S9+ S10 S10+| [S9 S9+ S10 S10+] [SO S9+ S10 S10+| [S9 S9+ S10 S10+]
USA Variants — Samsung Device Version  ~ Global Variants USA Variants — Samsung Device Version  ~ Global Variants
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Fingerprint Collisions Analysis

15t Experiment: S10 (Global variant) vs. all Exynos NUAs are uncorrelated with Snapdragon NUAs:

10° ' ' ' ' ' ' ' ' 10°

o USA i o it

o Global 5 = E ! . I = g !
104 fl e w= PCE = 60 = E = [ 104 1= |8 5] =

= = '__._: o snapdragon E

102-_________f___§_5 10} e e
100+ 100¢

PCE
(] |
O B CI
(] [T |
E T
[ [
PCE

102 ¢ m 10 B
D SAMSUNG
Exynos
1074 : : : : : : : : 107+ : : : : : : : :
[S9 S9+ S10 S10+| [S9 S9+ S10 S10+] [SO S9+ S10 S10+| [S9 S9+ S10 S10+]
USA Variants — Samsung Device Version ~ Global Variants USA Variants — Samsung Device Version —~~ Global Variants
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Fingerprint Collisions Analysis

15t Experiment: S10 (Global variant) vs. all ~ 2"d Experiment: 2 units per A Series model
10° i w w T 10°
| - : -
B O = E 8 B D
10* - ¥ Qualcomm = ! <
¥ snapdragon ! 4 L =
10
102 £
. O
a a 5 O
100 | 10° pm g i TR R
O negative O
o positive E " O
107 k4 - = PCE=60| B & o B
SAMSUNG el MFP - D
i Zoom O
10" — — | J : : :
[S9  S9+ S10 S10+] [S9  S9+ S10 S10+ A54 A55 A56 |

USA Variants — Samsung Device Version Samsung Model
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Fingerprint Collisions Analysis

1%t Experiment: S10 (Global variant) vs. all

10°

TOE L

PCE

10° §

107

¥ Qualcomm
g snhapdragon

[S9 S9+ S10 S10+| [S9 S9+ S10 S10+

USA Variants /Samsung Device Version
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10°

104_

PCE

102_

-4

SAMSUNG
EXynos

2"d Experiment: 2 units per A Series model

B :
O N
5 ! % i s B
O negative
o positive
- = PCE=60
A54 A55 A56 |

Samsung Model
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Possible Origin of Exynos-based NUAs

Periodicities in the autocorrelation of IA"suggest
A .
block-based processing @

B s s s s s s s s s s s s s s s s e

S10 (SM-G973F)
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Possible Origin of Exynos-based NUAs

e ————

: Spatially uniform regions exhibit higher
- correlation with F

S10 (SM-G973F)
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[Albisani et al.,

ul mDevicest (CC BY-SA 4.0)

Block-wise NCC map (W, F)
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Possible Origin of Exynos-based NUAs

| Periodicities in the autocorrelation of F'suggest | Block-wise NCC map (W, F)
block-based processing @

Spatially uniform regions exhibit higher .
correlation with F (2)

[Albisani et al., 2021] Pr

- pem—T PRO mode generates raw DNG images
: % exiftool /tmp/20250623_122911.dn o onL o
ExifTool Version Number 3 - h d d t h b t NUA
Ele R s Wwnose resiaues do not exniol S.
Directory S
File Size
File Modification Date/Time 3
File Access Date/Time 1 2026:06:02 17:58:58+02: OO |HNEEESE—E
File Inode Change Date/Time
File Permissions
File Type
File Type Extension : dng
MIME Type : image/x-adobe-dng
Exif Byte Order 2 tle-endian (Intel, II)
i 3 . 2

: Uncompressed
Interpretation : Color Filter Array
ption g

: samsung

Camera Model Name : SM-G973F
Orientation : Horizontal (normal)
Samples Per Pixel S

[Albisani et al,, 2021] PrnuModernDevicest (CC BY-SA 4.0)
g
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Possible Origin of Exynos-based NUAs

| |
Periodicities in the autocorrelation of F'suggest | | Block-wise NCC map (W, F)

' block-based processing @
________ S .
Spatially uniform regions exhibit higher
correlation with F (2)
________ S ——
I PRO mode generates raw DNG images
o e - whose residues do not exhibit NUAs.

1 20250623_12291

est (CC BY-SA 4.0)

_________________ X _

| Ordered dithering during bit-depth - -
| reduction (16 bit RAW to 8 bit JPEG)
1 to suppress color banding artifacts.
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Samsung Image Artifacts: Exynos ISP NUAs

(only HDR images)
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Samsung Image Artifacts: Exynos ISP NUAs

-

(only HDR images)
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Samsung Image Artifacts: Exynos ISP NUAs

-

(only HDR images)
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Samsung Image Artifacts: Exynos ISP NUAs

1

5

(only HDR images)

= ' s 2 : ) ' !
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Does the Sensor Fingerprint Survive ISP Processing?

1

Single-Device Experiment: S10 (su-c973F) J_,'—';'_ —
09 I
Reference: el :
o F: [ = 20 flatfield JPEG images .| |
(Photo mode) ' i
o Fpaw: L = 20 flatfield DNG images 5 e T e SR S
(PRO mode) & 05t
04
Test:
03F
e Wide sensor: 71 JPEG images (Photo
mode) 02}
e Telephoto sensor: 41 JPEG images 011 ——g g
(Photo mode) 0 | | | |
0 0.2 04 0.6 0.8 1

FPR
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Does the Sensor Fingerprint Survive ISP Processing?

1

Single-Device Experiment: S10 (su-c973F) | | ,_,'—';'_ —
09 ; i
Reference: el :
e F: [ = 20 flatfield JPEG images .| |
(Photo mode) | |
o Fpaw: L = 20 flatfield DNG images e T e S S
(PRO mode) & 05t
. 04 F
Test : 03} F fails to discriminate between
e Wide sensor: 71 JPEG images (Photo ' wide and telephoto sensors of
mode) | the exact same S10 device
e Telephoto sensor: 41 JPEG images 0.1 F — (—’-’-g\\fﬁg’:ggﬂ
(Photo mode) 0 '
0 0.2 04 0.6 0.8 1

FPR
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Does the Sensor Fingerprint Survive ISP Processing?

Single-Device Experiment: S10 (su-G973F)

Reference:
e F: L = 20 flatfield JPEG images
(Photo mode)

o Fpaw: L = 20 flatfield DNG images
(PRO mode)

Test:

e Wide sensor: 71 JPEG images (Photo
mode)

e Telephoto sensor: 41 JPEG images
(Photo mode)

research center

1

09

08|

0.7

0.6

o
=

04F

03F

02F

01T

o
05}

Sensor discrimination

F fails to discriminate between
| wide and telephoto sensors of
the exact same S10 device

TN T T L Ruc—0.68
Fraw, AUC=0.95

0.2 0.4 0.6 038 1
FPR
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Does the Sensor Fingerprint Survive ISP Processing?

Single-Device Experiment: S10 (su-G973F)

Reference:
e F: L = 20 flatfield JPEG images
(Photo mode)

o Fpaw: L = 20 flatfield DNG images
(PRO mode)

Test:

e Wide sensor: 71 JPEG images (Photo
mode)

e Telephoto sensor: 41 JPEG images
(Photo mode)

research center

atlanTTlC for Telecommunication Teclmologies

1

09

08|

0.7

0.6

o
=

04F

03F

02F

01T

o
05}

' MFP/HDR processing prevents
perfect detection

- e 1

e)

O
«
/

-

F fails to discriminate between
| wide and telephoto sensors of
the exact same S10 device

AT T TAUC=0.68
FRJ\\\'. AUC=0.95

0.2 0.4 0.6 038 1
FPR




SVD-Based PRNU Recovery: Subspace Separation

Assumed Model

—>
St~ 500 1000 1500 2000 2500 3000 3500
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SVD-Based PRNU Recovery: Subspace Separation

Assumed Model

500

1000

1500

10'

0 20 40 60 80 100 120 140 160 180
i

e v ;
500 1000 1500 2000 2500 3000 3500

thlilnTTiC i(e):eilt(ll;r((illﬁilunl(mon 'l‘eclmologies \ | UniVCrSidadeV igo



SVD-Based PRNU Recovery: Subspace Separation

Assumed Model B -7 \

/
rF .
P(s1,s2) (B7 F)

1000

1500

2000

2500

)
51 500 1000 1500 2000 2500 3000 3500
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SVD-Based PRNU Recovery: Subspace Separation

Assumed Model

‘Zy = USV!
ik Scree Plot |

Gap PRNU + Noise
Subspace

LI A L
012345678910 15 20 40

— Z
S1 500 1000 1500 2000 2500 3000 3500
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SVD-Based PRNU Recovery: Algorithm

Null the singular values @
Singular Value @ associated with the dominant
Decomposition NUA subspace — Y/

Stack patches into observation matrix (1)

atlanTTlC for Telecommunication Teclmologies
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SVD-Based PRNU Recovery: Algorithm

Singular Value
Decomposition

Null the singular values
associated with the dominant
NUA subspace — Y’

2/

Or

1
—
J

Unstack and remap (5) |

Stack patches into observation matrix

research center

Subspace-Filtered ()
reconstruction
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SVD-Based PRNU Recovery: Algorithm

| |
_-«1) | By x By patch stacking into matrix Z

e

- — —

©

NUAsremoval: 0; = 0,2 =0,...,r — 1

i e i = o ———

®

Reconstruction with X': Z/, = U/ \

— g o~ ——

(5) ! Unstack and remap to original position

h
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SVD-Based PRNU Recovery: Algorithm

0.38

research center
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0.36 [

—— p(K,K})
- - = oK, F)

0.34 -

Max value l
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Experimental Results: Pattern U

\ = /
e
Multiple-Device Experiment 0; JJ O; 0;
Reference:
° S9 e S10" (wide)
e SO+ e S10° (telephoto) N S9 (SM-G960F) N S9+ (SM-G965F) " $10 (SM-G973F)
e S10 o S10+ L == L B Iy a—— |
Test: : : . :
e 2x S9 e 1x S20+
e 2xS9+ e 1x Note9 o os os
e 3xS10 o 1x Note10 Lite ..
e 1xS10+ e 1x Note10 02 —— 02 el | 02
e 1xS20 e 1x Note10+ o e =
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HDR Synchronization: Using NUAs as a Tracking Grid

T B
I b

| | \\\
I K
e \2
=5 3,
==y i
1O £
| |

I

(-

[

L

~ HDR

sanjet al, 2021] PmuModernDevices
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HDR Synchronlzatlon Using NUAs as a Tracking Grid

|

n

n
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n
1
=
~
2
Z
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'
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I,
n

!

n

v

n

[Baracchi et al,, 2023] FloreView Dataset (CC BY-SA 4.0)
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| D e T "k = =

| B Yb

: s R

I _i(2) Translation Parameters

: T - (t1, t2)p = ArgMAX (s, 55)€S) P(S1,52)(Wb Ys), ifI];’CE(VVb:]'-A?b oY) > TbI ]
1o 3 , (0,0), NUAS otherwise P
| z Lo &
I T e e e

|

|

—

~ HDR

isanj, ¢ al, 2021] PruModernDevices

[Baracchi et al,, 2023] FloreView Dataset (CC BY-SA 4.0)
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HDR Synchronization: Using NUAs as a Tracking Grid

—
,2021] PruModernDevicest (CG BY-SA 4.0)

1

HDR

21] PrnuModernDevicest (CC BY-SA 4.0) 7

[Baracchi et al., 2023] FloreView Dataset (CC BY-SA 4.0)
1280 1536 2048 2816 3072 3328 3584 3840

[Albisanj,et al., 20

p—
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zation: Using NUAs as a Tracking Grid
01,5 (B, F)| .

Vector field — global ‘I
downscaling I

NoHDR

Aligned regions g )

Laﬁ“‘ e
=

[Albisaniset al,, 2021] PruModernDevicest (CS BY-SA 4.0)

-

Highly textured
- regions — low PCE
p(51,82)(B17F)

HDR

[Baracchi et al., 2023] FloreView Dataset (CC BY-SA 4.0)
512 768 1024 1280 1536 1792 2048 2304 2560 2816 3072 3328 3584 3840

——
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Experimental Results: Pattern U

(w/ HDR synchronization)

1 pmme e ——

o0

1
L] o o 1
Multiple-Device Experiment |
08+ 08}
° 1
Reference: !
* . % : g
° S9 e S10° (wide) "l o " a]
' S9 (SM-G960F) - S9+ (SM-G965F) ' $10 (SM-G973F)
* - - | - - . - -
® Sg+ o S1 0 (te I e p h Oto) 02H |——F w/o HDR Sync., AUC=0.68 0.2 I F w/o HDR Sync., AUC=0.73 02+ |——F w/o HDR Sync., AUC=0.50
——K'  w/o HDR Sync., AUC=0.97 | |[——X'  w/o HDR Sync., AUC=1.00 ——X'  w/o HDR Sync., AUC=0.81
P S‘I 0 P S 1 0+ Kjpx w/ HDR Sync., AUC=1.00 : Kjpz W/ HDR Sync., AUC=1.00 Kjpr w/ HDR Sync., AUC=0.99
00 02 04 06 08 1 0o 02 04 06 08 1 0 02 04 06 08 1
FPR FPR FPR

Test:

1 T T T T = f]
e 2x S9 e 1x S20+ oAgﬂ
e 2xS9+ e 1xNote9 06
o o o
a a
e 3x S10 e 1x Note10 Lite 04t . i o "o
S10° (telephoto) S10° (wide) S10+ (SM-G975F)
[ ) 1 X s1 0+ [ ) 1 X Note1 0 02} —F w/o HDR Sivn(t.. AITéL().??) 0.2 —F w/o HDR Sjvu(t.‘ AUC=0.74 0.2} —F \\'/() HDR S:vnt'.. Allé:().4(i
—_— If’ w/o HDR Sync., AUC=0.87 —_— I?’ w/o HDR Sync., AUC=0.95 —_— I?’ w/o HDR Sync., AUC=0.84
Kjpg w/ HDR Sync., AUC=1.00 Kjpg w/ HDR Sync., AUC=0.99 Kjpr w/ HDR Sync., AUC=1.00
. 1 X 820 . 1 X NOte1 0+ O0 0.2 0.4 0.6 0.8 1 00 0.2 0.4 0.6 0.8 1 00 0.2 0.4 0.6 0.8 1
FPR FPR FPR

research center
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Experimental Results: Pattern (1) (w/ HDR synchronization) (&<

Multiple-Device Experiment

Referen ce: TPR-FPR performance matrices at the standard threshold z = 60

e S9 e S10" (wide) R |
o SO+ o S10* (telephoto) == - [ - ~ = || sl - ]
* S10 * S10+ RS - [ERCECEN SRR “
Test: R )
e 2x S9 1x S20+

e 2x S9+ 1x Note9 By W wbmowm S5 0 gp e e sm

w/ HDR synchronization

e 1xS10+ 1x Note10

o
([
e 3xS10 e 1x Note10 Lite w/o HDR synchronization
o
e 1xS20 e 1x Note10+
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Analysis of other NUA patterns: Pattern

Multiple-Device Experiment

Reference:
e F: L =20
e KB, =1,By, =250, N = 16

Test:
e 3xS24

research center

atlanTTlC for Telecommunication Teclmologies

Similar Performance for |2]-

1

0.8

0.6

o
o
=

0.4

0.2

6T
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Analysis of other NUA patterns: Pattern (6’

Multiple-Device Experiment Similar Performance for(Z) (]
1 1 I
Reference:
' F: L — 20 0.6 0.6
e K'B =1,B,=250,N=16 ©,,
Test: e | I e
e 3X 824 00 : 0.2 0.4 0.6 0.8 1 O0 0.2 0.4 o 0.6 0.8 1
Details: T
. (From RAW Images)
e Default (JPEG) Resolution: o
o 3000 x 4000 K 5[ 3000 x 4000
: o

o 3060 x 4080
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Analysis of other NUA patterns: Pattern

Multiple-Device Experiment

Reference:
e F: L =20
e KB, =1,By, =250, N = 16

Test:
e 3xS24

Details:

e Default (JPEG) Resolution:
o 3000 x 4000

e Raw (DNG) Resolution:
o 3060 x 4080
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Similar Performance for -
| —
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0.4 0.4
0.2 0.2 02t —F . AUC: 048
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(From RAW Images)
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Portrait Mode Images: Bokeh Analysis

Unlike Apple, Samsung does not introduce correlated artifacts in bokeh regions:

e Samsung bokeh # source of false positives
e Bokeh weakens PRNU —mask bokeh areas when possible
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Conclusions and Future Work
I

211314
Solved Case: Pattern | 1 Unsolved Cases: Al Key Forensic Takeaways:
v’ SVD subspace ? Newer Exynos ~~ The PRNU uniqueness
separation successfully generations with NPUs assumption must be
decouples the PRNU from exhibit increasingly validated against modern
ISP-based NUAs complex NUAs ISP pipelines
v NUA suppression ? SVD subspace ~~ PRNU persists in
restores PRNU verification separation yields limited default photo mode
v HDR-aware effectiveness ~~ PRNU persistence
synchronization boosts ? Resizing is applied in motivates unified NUA
performance default photo mode mitigation methods
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