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ABSTRACT Source camera attribution is a central problem in multimedia forensics, traditionally addressed
using the Peak-to-Correlation Energy (PCE) statistic. A recent study by Mandelli et al. claimed that trainable
CNN-based detectors substantially outperform the PCE. In this work, we show that this conclusion is
affected by a methodological issue: the evaluation setup adopted for the PCE places it at an inherent
disadvantage, leading to an unfair performance comparison. After clarifying the correct use of the PCE
detector and re-establishing a fair baseline, we introduce two improvements—a weighted cross-entropy loss
to mitigate class imbalance, and a finetuning procedure that better reflects real-world scenarios—to enhance
the CNN-based approaches. With these enhancements, some of the architectures proposed by Mandelli et al.
indeed surpass a properly implemented PCE across a broader range of operating conditions. The gains are
particularly pronounced for medium and large test image crop sizes.

INDEX TERMS Convolutional neural networks (CNNs), digital image forensics, fingerprint detection,
image source attribution, photo response non-uniformity (PRNU), peak to correlation energy (PCE).

I. INTRODUCTION the PRNU acts as a device-specific fingerprint and can be

Of all the features proposed for multimedia forensics since
its inception, the Photo Response Non-Uniformity (PRNU)
stands out as a remarkable success story [1l], [2], and is
customarily used in criminal investigations involving digital
images due to its effectiveness and reliability. For this reason,
research on PRNU continues to be a focal point in advancing
forensic techniques.

The PRNU is a noise-like pattern inherent to the manu-
facturing process of the silicon wafer of all digital imaging
sensors [2]. This distinctive pattern is widely utilized for
forensic camera source identification and attribution tasks,
owing to its unique and resilient nature inherent in all
images captured using a digital imaging sensor device. Thus,
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estimated from a set of images taken with the target device.
This estimate can be subsequently used to detect the presence
of the device PRNU in a test image, thereby deciding whether
the test image can be attributed to the target camera device [2].

Over the past eighteen years (see Table 1), several
enhancements to the PRNU estimation and detection method
proposed in [2] (still regarded as the de facto baseline) have
been suggested [3], [4], [5], [6]. Furthermore, in [7], [8],
and [9] the theoretical model has been revised and improved
with a focus on increasing both the performance and the
computational efficiency of PRNU-based source attribution
methods.

For most of this period, the state-of-the-art (SoA) PRNU
detector for source attribution has involved the evaluation
of the Peak-to-Correlation Energy (PCE) statistic, which is
a form of normalized cross-correlation [10], [11]. However,
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since the assumptions on the PRNU that justify the use of the
PCE do not exactly hold [7], [8], it is reasonable to consider
more sophisticated detectors. In [12], Mandelli et al. proposed
five convolutional neural network (CNN) architectures to
replace the prevalent PCE-based detector: three EfficientNet
variants (EffB0O, EffB2, and EffB4), InceptionNet (Inc), and
the Pair-wise Correlation Network (Pcn). This is reasonable
in view of the fact that other CNN-based approaches have
been successfully applied to related problems, such as
camera model identification [13] or filtering for PRNU
extraction [14]. Furthermore, all five CNN architectures
in [12] allegedly outperform the PCE.

In this paper, we revisit the CNN-based PRNU detectors
for forensic camera attribution proposed in [12]. Our first
contribution is critical: a misinterpretation of the standard
PCE detector [16] in [12] is identified, leading to an incon-
sistent and unfair comparison with CNN-based methods.
By clarifying the correct PCE formulation, we demonstrate
how the results reported in [12] need to be reconsidered
in order to establish the genuine performance gains offered
by deep learning architectures presented in [12]. Building
on the corrected baseline, we propose two additional key
improvements that reveal when CNNss genuinely outperform
the PCE: 1) a weighted cross-entropy loss to mitigate class
imbalance during training, ultimately achieving CNN per-
formance comparable to that of the PCE; 2) a cost-effective
finetuning strategy to reflect a realistic deployment scenario,
and show that under these conditions, CNN-based methods
outperform the PCE across an even wider range of operating
settings.

We note that, although end-to-end deep architectures that
jointly subsume forensic fingerprint extraction and detection
have been proposed for device source attribution [15], [17],
we do not consider them here, as recent evidence suggests
that their apparent performance gains may result from
dataset biases rather than genuine modeling advantages [18].
Moreover, their lack of explainability raises concerns for
forensic use. Unlike PRNU-based detectors, whose behavior
is grounded in a well-established and extensively studied
physical characteristic of the imaging sensor, end-to-end deep
architectures offer no comparable interpretability for expert
testimony. Furthermore, purely data-driven models are highly
susceptible to dataset leakage, where a network may learn
spurious correlations based on image content rather than
genuine sensor-level fingerprints.

We also note that, beyond device attribution, there is a
related forensic task aimed at identifying the model or brand
of the camera that captured a given image. Several works
addressing this model/brand identification problem have
likewise proposed end-to-end deep architectures. However,
because these approaches do not rely on device-specific
fingerprints (most notably the PRNU) they fall outside the
scope of this paper.

The remainder of this paper is organized as follows.
Section II introduces our mathematical notation and defines
the PRNU [11]. Section III analyzes the misinterpretation
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of the PCE implementation in [12] and [16] and presents
our improvements to their CNN-based detectors. Section IV
describes the experimental setup and Section V reports the
results. Finally, Section VI provides our ablation study, and
Section VII concludes the paper.

Il. PRELIMINARIES

Matrices are denoted by boldface uppercase letters. For
matrices A, B € My «n(R), the element in the i-th row and
Jj-th column of A is denoted by [A]; ;. The Hadamard (i.e.,
element-wise) product is written as A o B. The element-wise
p-th power of A, for p € Z, is denoted by A°P, where its
elements are given by [A°’]; ; = ([A]; ;)" Finally, for a given
set S, its cardinality is denoted by |S].

A. PHOTO RESPONSE NON-UNIFORMITY

In the classical PRNU detector [11], the PCE is evaluated on
a pair composed of an estimated PRNU fingerprint K of size
M x N pixels (i.e. the native resolution of the imaging sensor)
and a test residual W of size M; x N;. This residual is obtained
through a denoising operation on the test image Y, while the
PRNU fingerprint can be estimated from a set {Y(Z)}{“:l of
L images available from the target camera sensor device as

A o—1
R = (Zh, YO o W®) o (T, ®)2) 1),

The source attribution problem can be posed as the
following binary hypothesis test:

e Hp: Wand I:( do not contain the same PRNU,
e Hi: W and K contain the same PRNU.

In case the test image Y is cropped to size M; x N,
M; < M,N; < N there is a potential misalignment of residual
W with respect to K. To account for this, one may define
a zero-padded residual WO guch that [W(O)]m,n = [Wln.n
for all (m,n) € {0,--- ,M; — 1} x {0,---,N; — 1}, and
[W(O)]m_n = 0 whenever m € {M;,--- ,M — 1} orn €
{N¢,--- ,N —1}.

Then, the (51, s7)th element of the circular cross-correlation
matrix between the estimated PRNU and the possibly
cropped residual is defined as

M—-1N-1

[C]sl,sz = Z Z[A(xl,sz)(w(o)) OIA(]m,nv (1)

m=0 n=0

where operator Ay, s,) applies a right circular shift of (s1, s2)
pixels with & = {(s1,52) | 0 <51 <M,0 < s, < N} the set
of considered shifts.

Due to the possible misalignment caused by cropping, it is
necessary to search for the maximum of the cross-correlation
between the estimated PRNU and the residual over the set of
all candidate shifts Q@ = {(g1,92) |0 < g1 <M — M;,0 <
g2 < N = Ni}. Let C5 = max(y, 4,)eQ [Clg, 4, Then the
PCE over Q is defined as [4] and [10]:

sgn(CH) - (CH)?

1 ,
M-N—|A| Z ([C]Sl,sz)z
(s1,82), (s1,52)¢A

PCEg =

@

VOLUME 14, 2026



A. Montibeller et al.: When CNNs Truly Outperform PCE on Source Camera Attribution?

IEEE Access

TABLE 1. Summary of state-of-the-art (SoA) approaches for source camera attribution.

Authors Year Core Methodology Forensic Focus

Goljan & Fridrich [2] 2008 PCE Statistics Baseline Detection

Li [6] 2010 Enhanced Sensor Pattern Noise (SPN)  Noise Enhancement

Kang et al. [4] 2011 Phase-only Correlation Cropping Robustness

Lawgaly et al. [5] 2014 Weighted Averaging Noise Estimation

Bondi et al. [13] 2016 CNN Model Identification

Pérez-Gonzalez et al. [9] 2016  Sequential Detection Fast Camera Fingerprinting
Masciopinto & Pérez-Gonzdlez [8§] 2018 Revised PRNU Model PRNU Theoretical Modeling

Kirchner & Johnson [14] 2019 SPN-CNN CNN-based PRNU Extraction
Mandelli et al. [12] 2020 CNN (EffB, Pcn, Inc) CNN-based Camera Source Attribution
Manisha et al. [15] 2022  End-to-End DL End-to-End Camera Source Attribution
Montibeller & Pérez-Gonzélez [3] 2023  Adaptive Radial Correction Inversion =~ PRNU-based Camera Source Attribution
Ferndndez-Menduifia et al. [7] 2023 PRNU Emphasis Multiplicative Model Generalized

This Work 2026 CNN + PCE Fair Benchmark and Improvements

where A is a small squared region around the position of the
maximum of [C],, 4,, and sgn(x) is —1 when x < 0, and
1 whenx > 0.

Crucially, notice that when the test image has not been
cropped, there is only one candidate shift, i.e. @ = (0, 0),
SO CE is directly [Clp o. Thus, under no cropping, PCEg
becomes PCEg,¢).

In the CNN-based approach from [12], the CNNs are
trained and tested on pairs (K, W) of the same size obtained
from the camera devices of the dataset, and assuming they
are geometrically aligned. A different CNN model is trained
for each considered image size. This CNN outputs an
identification score which is directly related to the probability
that the test residual W contains the same PRNU as K. This
score plays an equivalent role to that of the PCE in the source
attribution hypothesis test.

IIl. REVISITING AND IMPROVING CNN-BASED PRNU
DETECTION

In this section, we revisit the CNN-based PRNU detectors
from [12], demonstrating how a misinterpretation of the
PCE method [10] led to an overestimation of CNN detectors
performance advantage. We then propose two modifications:
a weighted cross-entropy loss and a finetuning strategy;
that enable the CNN detectors to genuinely outperform the
PCE-based method across a significantly wider range of
operating conditions. Henceforth, we will use the subscript w
to denote models trained with the weighted cross-entropy loss
and the superscript F for finetuned models. The presence of
both indicates that a model incorporates both improvements.

A. PROPERLY ACCOUNTING FOR ALIGNMENTS

The distribution of the cross-correlation values in (1) under
Hj hypothesis has been modeled by a zero-mean Gaussian
distribution [10]. Therefore, when there is only one candidate
shift in Q, the probability of false positive can be approxi-
mated as Pr, ~ Q(4/7), where Q(x) = % xoo e"‘z/zdx, and
7 is the PCE threshold to decide between Hy and H. Under
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the reasonable assumption that the distribution of the PCE
is independent and identically distributed for every possible
candidate shift in Q, the probability of false positive is

Ppp=1—(1—Pg) % ~ Q|- Pg,. 3)

where the approximation holds whenever Pg, < 1, as it is
sought in practice. It is thus evident that Prp approximately
grows linearly with the number of possible candidate shifts.
In the case of cropping of the test image from M x N pixels
to M; x N;, we have |Q| =M — M; +1)- (N — N; + 1).

In [12], all of the proposed models clearly outperform the
PCE-based detector. However, when we tried to replicate the
results using the authors’ code published in [16] and [19],
we found an unexpected low performance of the PCE-based
detector. Analyzing the code in [16] and [19], we came to
the conclusion that their implementation of the PCE-based
detector takes the maximum over a set of M x N candidate
shifts, that is, it computes PCEg.

We claim that using PCEs instead of PCE () puts the
PCE-based detector at an unfair disadvantage, because the
CNN models proposed in [12] are trained and tested assuming
perfect alignment under H;. As we have seen, carrying out
the maximization of the PCE over S roughly amounts to
increasing its FPR by a factor of M x N, which is very large
considering the sizes of the images in the dataset. In any case,
notice that even if non-aligned cropping were considered, the
correct set of candidate shifts would be Q instead of S, since
shifts like (M; + 1, N; + 1) are unfeasible.

When, for a fairer comparison, the PCE-based detec-
tor is set to operate under the same conditions as the
CNN-based ones (i.e. under the aligned case), the perfor-
mance advantages of the latter become much more modest,
if any. Moreover, note that in the cropped, non-aligned
case, the CNN-based detector requires testing all possible
candidate shifts individually, whereas the PCE may exploit
computational savings leveraging the use of the Fast Fourier
Transform [10].
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B. WEIGHTED CROSS-ENTROPY LOSS

While the CNN models in [12] were trained using a
standard sigmoid cross-entropy loss, we propose a weighted
cross-entropy loss function to improve the true positive
rate (TPR) without increasing the false positive rate (FPR).
In fact, the weighted cross-entropy loss is often employed
to mitigate class imbalance by penalizing errors on the
minority class more heavily during training [20], [21], [22].
While training batches are balanced, following the method
in [12], a fundamental imbalance exists in the underlying data
population. Specifically, the set of potential negative (Hy)
samples is vastly larger than that of positive (H;) samples,
as any mismatched pair of a camera fingerprint K and a noise
residual W constitutes an Hy sample.

The weighted cross-entropy loss is defined as:

L&
L= -5 Zw-y,- -log(pi) + (1 —y;) - log(1 —p»), (4
i—1

where N is the number of samples in which the loss is
evaluated (commonly the batch size), y; is the class label of
the i-th sample (0 for negative class, 1 for positive class),
pi is the predicted probability of the i-th sample from the
CNN model output, and w is a hyperparameter that weighs
the positive class in the loss function.

In our case, w is determined by maximizing the validation
accuracy via a grid search. We begin by searching the interval
[0.0, 2.0] with a step size of 0.1. If the maximum accuracy
occurs at the upper bound of this interval, the search is
incrementally extended up to a maximum of w = 4.0 until
the optimum is found.

As an example, Fig. 1 illustrates the validation accuracy as
a function of w for the EffB4 model from [12] across several
central crop sizes (P € {80, 192, 256}). The optimal w values
for each CNN architecture from [12] are reported in Table 2.

TABLE 2. Hyperparameter w maximizing the weighted cross-entropy
computation for each of the CNN-based detectors proposed in [12].

w
P EffBO | EffB2 | EffB4 | Inc | Pcn
80 2.5 2.5 2.5 2. 0.25
192 | 3.75 3.5 3. 2.5 | 3.25

256 | 1.75 1.25 1.5 1.25 | 1.75

C. FINETUNING WITH THE TARGET DEVICE

In practical camera attribution scenarios, a forensic analyst
often encounters devices that were not seen during the
training of a CNN-based PRNU detector. Since it is
reasonable to expect (and will be confirmed experimentally
in Sect. V) that such a detector performs better on devices
included in the training set, we propose finetuning it for
each new device. Formally, let D, denote the set of devices
used to train the CNN-based PRNU detector, and let d
represent the new device. The finetuning process then uses
pairs (K, W) from the target device d in combination with the
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initial training data from Dy, so that the updated training and
validation sets include images from D; U {d}. Specifically,
all new positive-class samples (i.e., pairs under hypothesis
H,) are generated exclusively from a finetuning image set
If known to originate from d, together with its estimated
PRNU K. Since estimating K for any device d inherently
requires multiple images, we assume that, in practice,
collecting a small number of additional samples to finetune
the CNN-based PRNU detector for d is always feasible.

The proposed finetuning stage is carried out by setting the
maximum number of epochs to 60 and the learning rate
to 10~*, while the other hyperparameters retain the same
values as in pre-training. This process yields a version of
the pre-trained CNN-based PRNU detectors with weights
specifically adapted to the single target device d, used during
finetuning. Moreover, while retraining the entire network
from scratch with an augmented training set (i.e., D; U {d})
could potentially yield even better results, we avoid this
approach due to its prohibitive computational cost. As a
result, the average number of epochs required to reach the
training stop condition is much lower than that needed to
obtain the initial pretrained model (additional details are
provided in Sect. V-C).

IV. EXPERIMENTAL SET-UP

We use the same dataset, i.e. devices from VISION and
Dresden datasets [23], [24], as well as the same training,
validation and test partitions as in [12]. While these datasets
reflect specific camera—sensor characteristics and compres-
sion pipelines, their use provides a standardized framework
based on well-established benchmarks for camera source
attribution. This is essential for ensuring fair comparison
with [12] and for guaranteeing the full reproducibility of our
experimental results.

The dataset used in [12] consists of a collection of devices
D, originally divided into two disjoint subsets of camera
devices: Dy and D;. As illustrated in Fig. 2, images from
devices in D; were partitioned into training (Z), validation
(Z7), and part of the test (Z7) sets. The remaining portion of
the test set consisted of images Z, from devices in D;, which
were never seen during training. Consequently, the full test set
is defined as Z, = Z{ U 7 for all experiments, except those
assessing the performance gain from finetuning, as explained
next.

To implement and evaluate the proposed finetuning
strategy (see Sect. III-C), we further partitioned 7, into two
equally sized subsets: a finetuning set Ijzc and a test set
75, resulting in a 50/50 split. Based on this partitioning,
the evaluation test set is defined exclusively by Z5 when
measuring the performance gain from finetuning.

Following the pipeline of Fig. 3, we perform device-
wise finetuning implementing the exact protocol proposed
in Section III-C. Let d; € D,, fori = 1, ..., |D»|, denote
a target device on which we flnetune the pre- tralned CNN-
based PRNU detector, and I C I be the subset of

VOLUME 14, 2026
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FIGURE 1. Validation accuracy vs. weighted cross-entropy parameter w for EffB4 detector.The values of w that achieved the highest
validation accuracy are marked with a red star *.

finetuning ima%es corresponding to d;. During this process, D2 = 51, and |D| = |Di| + |D2|] = 91. Second,
images from IZ ; are combined with those from the original in contrast with [16], we disabled CPU parallelization for
training set Z7. data loading. We found this step was necessary to eliminate

The detector finetuned on d; is then evaluated on non-determinism in the data sampling process and ensure the
75: images I35, serve as H; examples, while the set full reproducibility of our results.

yA \I; ; provideé Hy examples. This finetuning and evaluation The pairs (K W) are obtained in exactly the same way as
procedure is repeated independently foreach d; € D,,andthe  explained in [12]. We report the performance of the PRNU
resulting per-device ROC curves are averaged to produce the detectors for test image sizes P x P pixels, with P €
results reported in Sect. V. {80, 192, 256}, applying the same central image cropping as
in [12], therefore evaluating the performance of the PRNU

D=D,UD, detectors for different image resolutions on the geometrically

aligned case. In the CNNss training phase, data augmentation
by 90° rotation and horizontal flipping is randomly applied on
each training pair to increase the number of training samples

as in [16].
Models’ performance is evaluated using several key
Dy D, metrics, including Receiver Operating Characteristic (ROC)

curves. We plot the True Positive Rate (TPR) against
the False Positive Rate (FPR) using either a linear or a
semi-logarithmic scale. The latter is selected to enhance
the visualization of performance differences at low FPRs
(< 0.01), which is standard for practical source attribution
algorithms [2], [3]. As a summary measure, we also report
the Area Under the Curve (AUC). Finally, to compare each
architecture against the baseline, we identify the cross-over
FPR, which we define as the FPR value above which that
architecture achieves a higher TPR than the PCEg o) detector.

A S I I
FIGURE 2. Partition of the device dataset D = D; U D, used in the V. EXPERIMENTAL RESULTS
experiments. Image subsets l':, T :’, and :l'le represent the training, In [12], five different CNN architectures are compared
validation, and partial test sets, respectively. Following [12], the full test . .
set Z is defined as Zp = Z¢ U Z,. In the finetuning scenario, models are against the non-aligned PCE-based detector PCEs. However,
trained using Z/ and evaluated on Z¢ U Z%. as we have argued in Sec. III-A, the comparison should have

been conducted against PCEg, ().

Throughout the subsequent discussion, we replicate the
experiments from [12] including our improved architectures
and the aligned PCE detector, PCE o), in the performance
evaluation. Our refined models demonstrate significant gains
in terms of ROC curves, AUC, and FPR cross-over points.
In addition, in our ablation study (described in Section VI)
we discuss how the fine-tuning device cardinality |I]2v il

| ) ) o ) the image pixel activity, and the filters used for PRNU

We extend our gratitude to Dr. Sara Mandelli for providing us with the . . . h M f f the CNN
specific image training, validation and testing partitions for each device in estimation can 1mpact the overall performance ot the -
D. based detector.

The rest of the experimental setup (including training and
testing hyper-parameters) is identical to the one described
in [12].! The only differences lying in the following two
aspects. First, the treatment of the Olympus devices from [24]
that, while they were considered as a single device in [12],
are treated as five separate devices in [24], so we adopt this
approach when constructing D;. This results in |D;| = 40,

VOLUME 14, 2026 67469
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FINETUNING

Finetuning-Set

Tal rgel: Device

—
d;

TEST

g Match/
\ i Mis-Match

T

Pretrained CNN-Based PRNU Detectors

FIGURE 3. Flowchart of the finetuning and evaluation pipelines. Pretrained detectors (i.e. EffB0, EffB2, EffB4, Inc, and Pcn)
are finetuned independently for each target device d; and tested afterwards. Evaluation is performed on Z¢ to assess the
finetuning impact, using images from d; for the matching scenario (H;) and images from other devices in D, for the

non-matching scenario (H).

We recall that the superscript F' and subscript w denote
the application of the finetuning strategy and the weighted
cross-entropy loss function, respectively. For instance,
EffB4/ refers to the refined EffB4 model trained using both
the weighted cross-entropy loss specified in (4) and the
finetuning strategy detailed in Sec. III-C.

A. CNN-BASED PRNU DETECTION VS. PCE g )

This section compares the performance of the CNN-based
PRNU detectors and the non-aligned PCE detector PCEg
from [12] against the aligned PCE detector PCE g, ). The
evaluation is based on ROC curves and AUC metrics.

Figure 4 presents the ROC curves with logarithmic x-
axis, for the CNN-based detectors from [12] alongside the
PCE-based detectors (i.e., PCE(g,0) and PCEg). The evalu-
ation was performed on the Z, test set using images of size
P x P, where P € {80, 192, 256}. We note that, as did in [12],
the evaluation of detectors on P € {80, 192, 256} serves
as a rigorous assessment of robustness and generalization
capabilities under data constrained conditions where only
fragments of an image may be available during multimedia
forensic analysis (e.g. camera source attribution, forgery
detection and localization).

It is important to note that Z, is the set of devices used
for testing in [12]. Consequently, our ROC curves for the
CNNs and the PCEg detector on this set mirror the findings
originally reported in that work. However, as illustrated
in Fig. 4, the performance advantage of the CNN-based
detectors is substantially diminished when benchmarked
against the correctly implemented aligned detector, PCE o),
instead of the non-aligned PCEg.

This performance gap is particularly evident for smaller
images (P = 80), where PCE(¢g ) is superior in both ROC and
AUC metrics. Conversely, for larger images (P > 192), some
CNNs do achieve a higher AUC than PCE(g o). Nevertheless,
in the critical low-FPR region corresponding to FPR < 0.01,,
the PCE(o,0) detector consistently yields a higher TPR than
any method from [12].
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Furthermore, we stress that the ROC curves for the
non-aligned detector PCEg, retained in Fig. 4 for reference,
do not represent a fair benchmark against any CNN architec-
tures, as detailed in Sec. ITI-A. Consequently, when compared
with respect to PCEg,), performance improvements for
CNN-based detectors are restricted to operating regimes with
FPR > 0.01, which are generally outside the practical range
for source attribution tasks [2], [3].

Finally, to analyze the CNN detector’s generalization
performance, we introduce a second experiment in Fig. 5.
Here, for P = 80, we measure the corresponding perfor-
mance improvement (resp. degradation) of EffB4 (the best
performing CNN-based detectors in Fig. 4), when evaluating
on images 7} from devices previously encountered (resp.
not encountered Zf) during training, in terms of both ROC
and AUC. The figure clearly shows that EffB4 performs
much better on images Z{ from previously seen devices, and
underperforms on unseen ones from Z5, based on both ROC
and AUC metrics. As discussed in Sec. III-C, the scenario of
always testing on images Z{ from previously seen devices is
impractical in the real world, as it would require retraining
the model from scratch on the test set. However, we will
demonstrate that this underlying concept can be effectively
leveraged through the finetuning strategy proposed in this

paper.

B. IMPROVING CNN-BASED PRNU DETECTION

This section evaluates the performance gains obtained by
applying the enhancements from Sec. III to the CNN-based
detectors of [12]. The improvements are measured in terms
of ROC, AUC, and cross-over FPR.

First, Fig. 6 shows the ROC curves and AUC scores on
the test set Z5 for the EffB4 architecture—the top-performing
CNN in Sect. V-A—both with and without the improvements
proposed in Sect. III-B and Sect. III-C. Next, Tables 3
and 4 detail the FPR cross-over points for all CNNs relative
to the PCE( ) detector under two distinct experimental
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FIGURE 4. ROC curves of CNN-based detectors in [12] and detectors
PCEs, PCE(g ) when tested on Z. Decimals values in the legends refers
to the corresponding AUCs.

conditions. Specifically, Table 3 reports the results on the Z{
set when implementing only the weighted cross-entropy loss.
Meanwhile, Table 4 shows the results on the If set when
using the weighted loss in combination with our finetuning
strategy.

We recall that the subscript w and superscript F' denote
the use of the weighted cross-entropy loss and the finetuning
strategy, respectively.
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FIGURE 5. ROC curves using log-scale x-axis for the detector EffB4 when
tested respectively on Ze, Z7 and Z5 for image size lengths P = 80. The
decimal numbers in the legend indicate the corresponding AUC.

FPR

02 0.4 0.6 08 1.0

—— PCE(0,0[80]; 0.83
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-~ EffB4f,_,¢[80]; 0.84

PCE0,)[192]; 0.91 —— PCE0,0)[256]; 0.93
EffB4[192]; 0.94 EffB4[256]; 0.97
EffB4f,_; ,[192]; 0.97 - EffB4f,_, ;[256]; 0.98

FIGURE 6. ROC curves for detectors PCEq o), EffB4, and EffB4f, when
tested respectively on Z¢ for different image side lengths P (indicated
within brackets). The decimal numbers in the legend indicate the
corresponding AUC. The inset box contains a zoomed-in view for
FPRs< 0.01 using a log-scale for the x-axis.

As shown in Fig. 6, our enhanced EffB4£ model achieves
a substantial performance improvement in terms of ROC
and AUC metrics compared to both the standard EffB4
from [12] and the aligned PCE, ) detector. Specifically,
EffB4€, obtains the highest AUC across all image sizes.
Moreover, while its performance margin over PCE g is
limited for smaller images (P = 80) in the critical region
of FPR < 0.01, its ROC curve becomes clearly superior for
larger images (P = 192 and P = 256). This finding is further
corroborated by the results in Tables 3 and 4, which present
the FPR cross-over points for our improved CNNs compared
to the original versions from [12], evaluated on the 77 and Z7
test sets, respectively.

Table 3 shows that applying the weighted cross-entropy
loss yields consistent improvements for all architectures
from [12] when evaluated on the If test set. This enhance-
ment produces TPRs comparable to the PCEq,y detector
but at substantially lower FPRs compared to those obtained
by the CNNs of [12]. These gains are further validated in
Table 4, which demonstrates that combining the weighted
loss with the proposed finetuning on Z7 leads to significant
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improvements for all CNNs across all image sizes P. On the
other hand, while notable gains are evident even for P = 80,
the benefits are more pronounced for larger images. For
P = 192, the FPR cross-over point consistently approaches
the critical value of 0.01, and for P = 256, several models
(EffBOL, EffB2L, EffB4L, and Inck)) achieve a cross-over at
an FPR < 0.01.

The only exception to these trends is the performance of
the Pcn detectors. This is attributable to Pcn shallower archi-
tecture; with fewer convolutional layers, their capacity for
improvement from our proposed optimizations is inherently
limited.

TABLE 3. Model cross-over FPRs with respect to PCE(q g), using Z7. Best
results are in bold.

using the pipeline proposed in Sec. III-C, with respect to
retraining the models from scratch. Table 5 quantifies these
computational savings by reporting the average number of
epochs (Vd; € Dy) required to reach the stopping condition.
The table contrasts the models from [12] (denoted Pcn,
EffBO, etc.), which were trained from scratch on the D; U
{d;} dataset, with our proposed enhanced detectors (Pcna,
EffBOi,, etc.). Our models were pre-trained on D; using
the weighted loss in (4) and then, as shown in Fig. 3,
finetuned independently on the specific device d; € D;. The
comparison reveals a significant reduction in training epochs
for all finetuned models. Moreover, this finetuning process
enhances performance stability across devices by mitigating
biases associated with the original training set composition.

P 80 192 256 TABLE s.d Averagednumber of epochs (‘I-‘\vg. epochfs) to reach thtle1 training
stop condition, and average savings when using finetuning with respect
EEfgSBOO 06722 882 0060038 to training from scratch. Best results are in bold.
w . . .
P=30 P=192 P=256
EffB2 0.62 0.09 0.01 Detectors | Avg. epochs | Savings | Avg. epochs | Savings | Avg. epochs | Savings
EffB2,, 0.43 0.01 0.006 P]Z;‘% ;:17 73% 319655 76% 33‘0295 84%
EffB4 0.88 0.04 0.01 EffBO 209 250 215
EffB4 0.32 0.009 0.008 EffB0S 16.17 o2% 60.97 76% 43.16 s0%
w . . . EffB2 170 206 289
Inc 0.95 0.03 0.006 EffB25) 53.19 9% 41.61 80% 44.47 85%
: : : EffB4 265 36% 297 96% 409 9%
Inc,, 0.49 0.009 0.006 EffB4F, 378 13.11 ’ 44.48 ’
n 9 25 294
Pen 0.95 0.61 0.58 I:w%. 3575 81% 017 88% 29.64 0%
Pcn,, 0.96 0.49 0.55

TABLE 4. Networks cross-over FPRs with respect to PCE g o), using Z5.
Best results are in bold.

P 80 192 256
EffBO 0.61 0.1 0.05
EffBO,, 0.31 0.05 0.02
EffBOY 0.47 0.05 0.02
EffBOY 0.28 0.02 0.007
EffB2 0.50 0.13 0.03
EffB2,, 0.46 0.06 0.03
EffB2F 0.45 0.07 0.03
EffB2F 0.31 0.02 0.01
EffB4 0.32 0.08 0.02
EffB4,, 0.25 0.02 0.01
EffB4F 0.23 0.02 0.006
EffB4F 0.21 0.01 0.005
Inc 1. 0.12 0.03
Inc,, 0.62 0.05 0.03
Inct 0.88 0.05 0.01
Inc? 0.56 0.02 0.01
Pcn 0.77 0.63 0.76
Pcn,, 0.80 0.62 0.79
Pen? 0.76 0.6 0.66
Penf) 0.78 0.51 0.65

C. FINETUNING COMPUTATIONAL COST IMPROVEMENT
In this section, we measure the gain in terms of computational
cost obtained when finetuning a detector on a new device
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VI. ABLATION STUDIES

In this section, we investigate three key design choices for the
solutions proposed in this paper. First, we provide insights
into the role played by the number of finetuning images used
by each device |I]2il.|. Second, we illustrate how CNN-based
detectors achieve higher output stability in the presence
of images with high pixel activity, specifically regarding
texture and luminance. Finally, we evaluate the influence of
employing a denoising filter during testing that differs from
the one on which the best-performing CNN-based detector,
the EffB4Y_, . was trained.

A. FINETUNING DEVICE CARDINALITY

In Fig. 7, we evaluate EffB45:3_O on Z35 with P = 192 using
a variable number s of finetuning images per device |I]20J.|.
In fact, as shown in Table 6, not all devices provide the same
number of finetuning images. Specifically, over half of the
devices are represented by approximately 123 images, while
others range between 75 and 200. Our goal is to quantify the
impact that s have on the final detection accuracy. To do so,
we set s € {10, 25, 50, 75, 100, ALL}, where ALL refers to
the same results presented in Fig. 6.

From Fig. 7, we can observe that maximizing |Z]2C’ /|
(e.g. s = ALL) is not the sole factor for success.
While EffB4£:3v0, s—arL outperforms most of the other
configurations in terms of AUC, it performs worse for FPR
< 0.01 than those using s € {50, 75, 100}, and achieves
lower AUC when compared with EffB4%_, .o (which
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corresponds to the minimum |IJ2C’ ;| reported in Table 6) and
EffB4£:3.0, s—100- These results suggest that dataset balance
during fine-tuning may play a role in improving model
performance at low FPR (which is the core focus of our
study), but further experimentation is necessary to validate
this conjecture.

TABLE 6. Cardinality |I; ;1 across the 51 finetuning devices.

Device Count ‘ Device Count
D09 109 Nikon CoolPixS710 1 98
D10 89 Nikon CoolPixS710 2 92
D14 105 Nikon CoolPixS710 3 80
D15 114 Nikon CoolPixS710 4 89
D18 102 Nikon D200 1 190
D26 75 Nikon D70 1 95
D27 127 Nikon D70s 1 95
D29 112 Panasonic DMC FZ50 1 208
D30 136 Panasonic DMC FZ50 2 126
D32 118 Pentax OptioA40 1 79
D33 78 Pentax OptioA40 2 78
D35 71 Pentax OptioA40 3 78
Canon Ixus70 1 97 Praktica DCZ5 9 1 100
Canon Ixus70 2 93 Praktica DCZ5 9 2 103
Casio EX Z150 1 95 Praktica DCZ59 3 103
Casio EX Z1502 94 Praktica DCZ5 9 4 100
Casio EX Z150 3 94 Ricoh GX100 1 79
Casio EX Z150 4 91 Ricoh GX100 2 83
FujiFilm FinePixJ50 1 103 Ricoh GX100 3 83
FujiFilm FinePixJ50 2 108 Ricoh GX100 4 79
Rollei RCP 7325XS 1 97 Sony DSC T77 0 91
Rollei RCP 7325XS 2 99 Sony DSC T77 1 86
Samsung NV15 1 107 Sony DSC T77 2 95
Samsung NV15 2 107 Sony DSC T77 3 91
Sony DSC H50 0 142 Sony DSC W170 0 98
Sony DSC H50 1 129

Total Residual Count 5197

0.2

0.2

0.1 1072 1072
FPR

0.0

02 0.4 0.6 0.8 1.0
FPR

—— PCEq,¢[192]; 0.91

—— EffB4f,_5, . ,[192]; 0.97
—— EffB4f, 5, ,_1,[192]; 0.92
—— EffB4f,_54 ,_,5[192]; 0.93

—— EffB4f,_5, ,_5o[192]; 0.96
—— EffB4f, 5, _,5[192]; 0.97

-—-- EffB4%, _5 4 _100[192]; 0.98

FIGURE 7. Performance evaluation of EffB4"

across different
" . . w=3.0
finetuning sample sizes s.

B. IMPACT OF IMAGE PIXEL ACTIVITY

We evaluate the performance degradation of CNN-based
and PCE-based detectors as a function of image pixel
activity. We define pixel activity as the presence of textures
and variations of luminance within each of the analyzed
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192 x 192 image crops. To quantify this activity, we employ
the normalized standard deviation, defined as G(Iii)/ff,i,
where 77, is the test image crop, f; ; is its average
pixel value, and U(Ii ;) its standard deviation. Additionally,
we measure the normalized average gradient magnitude
(AGM) as AGM(I; ) /T e’ ;» where AGM is computed by first
applying Sobel filters in the horizontal and vertical directions,
then calculating the gradient magnitude from these responses,
and finally taking the standard deviation of the resulting
magnitudes. In this experiment, we compared the proposed
EffB4F _, , with PCE,).

As observed in Fig. 8, and consistent with existing litera-
ture [2], [3], our findings indicate that the PCE is significantly
more sensitive to pixel activity, such as highly textured and
luminance image crops. In contrast, EffB4£:30 demonstrates
superior robustness to these variations. This stability likely
stems from the deep convolutional layers of the EfficientNet
architecture, which effectively filter the device PRNUs
and potentially prioritize more resilient forensic artifacts.
Moreover, these results suggest that CNN-based detectors
are expected to perform better for images characterized by
high pixel activity, while PCE-based detectors may be more
suitable in the opposite cases, a direction we intend to explore
in future work.

l«g”\,f\/\”"\/\'\/\’\/\/\,\/\,\l“\ a0
06 3 os

4
o,zMMA,\’,,/ UZM

0.2 0.4 0.6 0.8 1.0
oI5 )15 ;

=] l:‘ =]
O 10 O 10
=% =9
s 5
0l
-5
02 04 06 08

o(15 )15 ;
—— HO mean HO

0.25 0.50 0.75 1.00 125 150 1.75

AGM(I§ )15 ;

0.25 050 0.75 1.00 1.25 150

AGM(18, )/ ;
—— H1 mean H1

FIGURE 8. Analysis of detector sensitivity to image pixel activity.

C. IMPACT OF NOISE CHARACTERISTICS

Motivated by the impact that image pixel activity has on
CNN-based detectors, we investigated whether these models
are robust to alterations in the input noise characteristics.
To do so, we evaluated EffB45:3_0, fine-tuned on residuals
extracted from Ig using the pipeline described in Sect. II,
on noise residuals estimated from Z7 using the Dual-Tree
Complex Wavelet Transform (DTCWT) denoising filter
proposed in [25].This filter has been successfully applied in
prior work for source camera attribution [7], [26], providing
a validated framework for evaluating model sensitivity to
noise variations. By leveraging this approach, we directly test
whether the learned CNN representations remain stable when
the underlying noise residuals are altered.
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As illustrated in Fig. 9, the specific filter employed during
the finetuning and training phase significantly influences
the model predictive accuracy. For EffB4*5=3.O, which was
trained on residuals as described in Sect. II, and tested on Ize
using the DTCWT denoising filter, the corresponding ROC
reflects the same results obtained by the non-finetuned detec-
tor EffB4. Consequently, maintaining consistency between
the filtering techniques used in both the training and inference
stages is paramount for ensuring the reliability of these PRNU
detectors.

1.0

0.9 >
08

0.7

0.6
0.8

o
0.4 o
=
0.4
0.3
0.2
0.2
0.1 0.0 1073 1072
FPR
0.0 0.2 0.4 0.6 0.8 1.0

FPR

—— PCE(p,0)[192]; 0.91
EffB4[192]; 0.94

—— EffB4f,_,,[192]; 0.97
—— EffB4"f,_;,[192]; 0.94

FIGURE 9. ROC curves illustrating the impact of using inconsistent
denoising filters between training and testing.

VIi. CONCLUSION
In this paper, we revisited the CNN-based approach to
camera source attribution introduced in [12] and clarified a
fundamental methodological issue affecting its comparison
with PCE-based detectors. We showed that the evaluation
setup used for the PCE in previous literature implicitly
assumed spatial misalignment of test crops, which led
to a substantially higher number of correlation tests and
an inflated false positive rate. When the comparison is
conducted under the correct aligned setting, the PCE remains
competitive and outperforms CNN based methods in low FPR
operating regions, particularly for small crop sizes (P = 80).
Building on this corrected baseline, we introduced two
enhancements: fine tuning and a weighted cross entropy loss,
which allow some of the CNN architectures from [12] to
surpass a properly implemented PCE over a broader range
of operating conditions. Specifically, the best performing
architecture, the EffB4£:3A0, outperforms the other detectors
in terms of AUC, reaching values of 0.98 for P = 256,
0.97 for P = 192, and 0.84 for P = 80. Furthermore, the
EffB4£=30 model consistently improved upon the standard
EffB4 in terms of FPR cross-over, reaching cross over points
as low as 0.008 for P = 256, 0.009 for P = 192, and 0.32 for
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P = 80, demonstrating superior performance in the critical
low FPR region (< 0.01) required for forensic applications.
Despite these improvements, achieving performance supe-
rior to the PCE at extremely low false positive rates for the
smallest crops (P = 80) remains an open challenge. Future
research should focus on optimizing training dynamics for
small scale forensic traces to bridge this remaining gap.
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